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1. Overview

NI_PAM is software that provides pluggable authentication and single sign-on in Windows NT operating system.  NI_PAM consists of several DLLs and setup files.  This document helps you install, understand, and modify NI_PAM in your Windows NT.  For more about PAM, GINA, and NI_PAM, please refer to the paper “NI_PAM : Pluggable Authentication Module in Windows NT”.

2. Files.

The following are the files contained in this archive:

· ni_pam.dll


The main part of NI_PAM that implements a subset of Pluggable 

Authentication Module.

· GINA UM(ni_gina.dll)
The GINA that uses NI_PAM.  

· ni_krb4.dll


NI_PAM - Kerberos 4 authentication module.

· ni_krb5.dll


NI_PAM - Kerberos 5 authentication module.

· ni_nw.dll


NI_PAM - Netware 4.0 authentication module.

· ni_sc.dll


CyberFlex JavaCard password obtaining module.

· krb.con, krbrealm.con

Sample configuration files for Kerberos 4.

Stored in C:\Program Files\CITI\kerb

· krb5.ini


Sample configuration file for Kerberos 5.

Stored in C:\Winnt

· Krb5_32.dll, krbv4win.dll, pc3comm.dll

DLLs for specific authentication mechanisms.  You might not need these files if they are already installed in your machine.

3. Installation

Installation of NI_PAM is automatically done by setup.exe file.

1) Run setup.exe.  It will install DLLs and setup files.

2) Add C:\Program Files\CITI to PATH System Environment Variable.  

3) Modify C:\Profesm Files\CITI\kerb\krb.con, krbrealm.con, C:\Winnt\krb5.ini to reflect your Kerberos 4 and 5 environment.

4) Restart your workstation.

3.1 What does setup.exe do?

1) Setup.exe copies DLLs into C:\Program Files\CITI, Kerberos 4 setup files into C:\Program Files\CITI\kerb, Kerberos 5 setup file as \Winnt\krb5.ini .

2) Set environment variables.

KRBTKTFILE = C:\Program Files\CITI\kerb\krb4tgt

// K4 ticket file

NDIR = C:\Program Files\CITI\kerb

// where K4 setup files reside

3) Set  registry

Registry key is HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Registry contents:

BypassUsers:
administrator

GinaDLL:
D:\Program Files\CITI\ni_gina.dll

ni_gina_auth:
optional,C:\Program Files\CITI\ni_krb4.dll

SecurityDLL:
C:\Program Files\CITI\ni_um.dll

StaticAccount:
guest,anonymous

UseStatic:
0

4. APIs

DLLs in NI_PAM structure export the following functions.

GINA UM (NI_GINA) exports all functions defined in GINA [MS96].

4.1 NI_PAM API

NI_PAM API is called by application programs e.g. GINA.  NI_PAM API is very similar to PAM API.

// Data Structure

typedef struct _ni_struct {


WCHAR
username[StrLen];

// user name

WCHAR
domain[StrLen];

// domain name

WCHAR
password[StrLen];

// password

WCHAR
oldPassword[StrLen];
// old password, for change pw.

WCHAR
newPassword[StrLen];
// new password, for change pw.

INT

value;

// used for smartcard.
} NISTRUCT;

// prototypes

BOOL WINAPI ni_start(HANDLE hWlx, PVOID pWinlogonFunctions);


// Start NI_PAM transaction, read configuration tables.
BOOL WINAPI ni_authenticate(NISTRUCT *);

// Attempt authentication to AM’s, following the configuration tables. 

BOOL WINAPI ni_logout();


// Logout from AM’s.

BOOL WINAPI ni_end();


// END NI_PAM transaction.  

4.2 NI_PAM Authentication Mechanism Specific Modules API

BOOL WINAPI ni_sm_authenticate(NISTRUCT *niStruct);


// Authenticate a user to an authentication mechanism.

BOOL WINAPI ni_sm_logout();


// Logout from an authentication mechanism; destroy credentials.

BOOL WINAPI ni_sm_obtainpass(NISTRUCT *nistruct);

// Returns username and password if this is smartcard AMSM.  Else, it returns NULL. 

5. Registry Values

Registry Key
Type
Description

GinaDLL
String
A GINA DLL which is called by Winlogon.exe upon logon.

Ni_gina_auth
String
A PAM Configuration table.  It is formatted as follows:

Flag,DllName,flag,DllName, …

Flag is one of {option, required, sufficient, requisite}

DllName is a full path to DLL called

Example for this value is: 

“required,C:\Program Files\CITI\ni_krb4.dll,optional,C:\Program Files\CITI\ni_krb5.dll”

UseStatic
DWord
If set to 1, all validated users without a workstation account will be mapped onto the "static" account.

StaticAccount
String
Specifies the "static" account name and optional password.  Format:  account_name, account_password

BypassUsers
String
A comma delimited list of account names that will be bypassed by the security, account management, and logon/logoff action routines.

SecurityDLL
String
A plug-in to validate the user's password and id.  If not specified then NT will do the validation.

6. etc.

I used Krbv4win-970627 package for Kerberos 4 client. 

I used MIT distribution of Kerberos 5 NT Alpha 2 Snapshot for Kerberos 5 client. 

