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The advent of wide-area high-speed networks provides #radwork for deploying
large scale applications. Concurrently, recent years Bae@a an increasing demand for
global collaborations in scientific studies, spanning igigtes from high-energy physics,
to climatology, to genomics. Applications in these fieldsndad intensive use of com-
putational resources far beyond the scope of a single argthmin, and require access to
massive amounts of data. This introduces the need for deakfficient, and reliable data
access and management schemes.

To meet availability, performance, and scalability requients, distributed services
naturally turn to replication and file service is no excepti@/hile the concept of file repli-
cation is not new, existing solutions either forsake reaitéweplication totally or weaken
consistency guarantees. They fail to satisfy the requingésnaf global scientific collabora-
tions, in which users want to use widely distributed comporteand storage resources as
though they were using them locally.

The rapid evolution of wide-area collaborations calls fanatable replicated file sys-
tem that supports consistent data access. However, whgmolgssuch a system, we must

also consider the tradeoffs among consistency, perforeyara availability. Most scien-



tific applications are read dominant, so a file system canecotne widely deployed if it
supports mutable replication at the cost of impairing ndnead performance. Similarly,
support for strong consistency guarantees should not standapplications for which
weaker consistency semantics suffice, otherwise, thodeappns will not choose to em-
ploy the system.

This dissertation describes a replicated file system dedigmmeet the needs of global
collaborations. We build a naming scheme that supportstzagltame space and location
independent naming, which facilitates data sharing, ibigion, and management. We
develop a replication protocol that supports mutable cagilbn with strong consistency
guarantees. We implement our design in NFSv4, the new lettelistributed file system
protocol, and evaluate the performance of the system witnsfic applications. These
studies support my thesis that a replicated file system frarleaddressing the data access

and storage requirements of the emerging global collalomsts feasible and practical.
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CHAPTER 1

Introduction

The advent of wide-area high-speed networks provides #radwork for deploying
large scale applications. Concurrently, recent years Bae@ an increasing demand for
global collaborations in scientific studies. This disssstadescribes a replicated file sys-
tem designed to meet the needs of the emerging wide-aredoadditions.

By way of introduction, this chapter reviews current netivdevelopments, the require-
ments of large-scale Internet applications, the motivatiomy research, and the outline of

this dissertation.

1.1 Distributed File Systems and Network Transparency

Advances in network technologies impelled the generatimh development of Dis-
tributed File Systems. The history of Distributed File &8t dates back to the 1980s,
a decade marked by two related advances in computer teg@yolbe development of
powerful microprocessors and the invention of high-spestdiorks. From 1945, when the
earliest computers were created, until the late 1970s, atergpwere large and expensive.
Even minicomputers cost tens of thousands of dollars. Mggtrozations could afford at
most a handful of computers, which operated independeraiy £ach other for lack of a
way to connect them. That situation started changing in &énky 4980s. With the devel-
opment of microprocessor technology, the cost of computecseased dramatically. As
high-speed networks became available, data was moveddeasily in a fast local area
network (LAN). These changes made it feasible for multipteiconnected computers to



cooperate in a local area network, introducing the need aoestiata easily, reliably, and
efficiently. This spurred the research on Distributed Fifst&ms.

Before Distributed File Systems were developed, remotérélesfer, such as FTP [27],
was the prevalent mechanism for sharing data in distribct@aputing. In this paradigm,
when an application needs to access remote data, the eldire fiansferred across the
network from a remote computer. Although conceptually $argnd easy to implement,
this approach has several deficiencies. First, it is incoieve. Applications have to know
which files are remote and which are local, and explicitipsfar a remote file before view-
ing or accessing it, then transfer it back if the file is modifi&urthermore, applications
need to manage transferred files themselves: they need ta fiigk with enough space
to store the transferred file, and when the file is no longedegethey must remember
to remove it to prevent local disks from becoming clutter8&&cond, it does not support
consistent sharing for distributed applications. Wheneaifilaccessed by multiple appli-
cations on different machines and one modifies it, the madi6o is not observable by
others. Furthermore, when a file is concurrently modified ifferént machines, the final
result reflects only the modification of the last writer. Thiit is inefficient. A remote file
is transferred in its entirety even if an application wanta¢cess only a small piece of the
file. Furthermore, users may be forced to wait for long peribefore being able to access
the first byte of their data.

All of these deficiencies can be summarized as insufficietwork transparenchd 04].
Network transparency allows applications to access né&tveasources without needing to
know whether they are remote or local. A system that providgher network trans-
parency lets applications extend to distributed enviramneasily, as no special software
development are needed for this purpose. The recognitidhi®fequirement motivated
the development of Distributed File Systems; the extenthiwlva distributed file system
provides network transparency is an important measurealftgu

Network transparency is preferable for any distributedesys. However, the degree
of network transparency that a distributed system can geond limited by network condi-
tions. For example, in a slow network, it is hard to hide asdatency when an application
is accessing a remote file. As another example, in a netwdfkanvnigh rate of data loss,
it is difficult to mask access failures. Furthermore, diéf@rapplications have different

characteristics and requirements. Applications that tegpdata frequently require high net-



work transparency for write operations, but this is less obacern for applications that
are read dominant. Some applications can tolerate indensigata access, but others have
strict requirements for the freshness of the accessed déa.design of any distributed
file system must address the network conditions of its tintelmlance the requirements
of diverse applications. As network technology developthfer and new applications ap-
pear, distributed file systems face new conditions and reménts. Correspondingly, old
designs need to be re-evaluated and, if necessary, refgiscesiv solutions.

In the 1980s, distributed computing was largely limiteddodl area networks. Most
distributed file systems developed at that time assumed a é&Aifonment characterized
by low latency and low data loss. Early NFS implementatidr@2], for example, used
UDP [96] as the underlying transport protocol, and allowednmore than 8 KB block
transfers.

The 1990s saw further advances in network technology. Mgsifiantly, the Internet
flourished as backbone speed improved. Millions of compguigare suddenly networked
together. Users and applications of distributed file systesere now widely disseminated.
To cope with these changes, new versions of distributedyfdtems were developed, with
extended features that support wide area data access. &opkx version 3 of NFS [91],
released in 1994, added support for reliable Internet comcation using TCP, and al-
lowed server and client to negotiate block transfer sizéétter performance over hetero-
geneous networks.

The advance of network technologies has not stopped. Themia2lst century has
seen further advances in wide area network (WAN). Drivenhgywidespread adoption
of Gigabit Ethernet, WAN bandwidth capacity has increasgudly. The pioneering high
performance network Internet2 joins over two hundred usities and corporate partners
through 10 Gbps connections, facilitating the developnaert deployment of advanced
network applications and accelerating the creation of toovgs Internet. These advances
provide the framework for employing large scale applicagio

On the other hand, WAN delay remains an issue. Limited by feea of electrons
traveling on a wire and overhead in packet routing, netwaalaylis not likely to drop
dramatically any time soon. Minimizing the impact of remdtga access is still key to
improving the performance of a distributed system deplayet WANS.



Furthermore, the Internet is unreliable. Internet ses/idepend on the proper func-
tioning of many components, such as wide-area routing,saclieks, the domain name
system, and servers themselves. Failure in any of them ¢amupt end-to-end commu-
nications. Although various techniques have been devdlopeope with link and router
failures, there remain a number of more vexing faults, ssctoftware and hardware bugs,
improper configuration, or inability of current routing $ys1s to cope with persistent con-
gestion. The situation is exacerbated by the increasingoeuf attacks launched on the
Internet. For example, Feb 2000 saw a massive denial ofcgeattack on major web
sites, including Yahoo, Amazon, and eBay [115]. In Jan 2008,SQL Slammer worm
took down 5 of the 13 DNS root servers along with tens of thndsaf other servers, and
affected a multitude of systems ranging from bank ATM to &iffic control to 911 emer-
gency [80]. With the increasing damage caused by netwollkrés and attacks, reliability
and availability become key issues for distributed systems

1.2 Global Scientific Collaborations

Stimulated by the Internet advances, the scientific comtypusiiseeing an increasing
number of global collaborations, spanning disciplinesfituigh-energy physics, to clima-
tology, to genomics [5—7]. Applications in these fields dachantensive use of computa-
tional resources far beyond the scope of a single orgaaizaind require access to massive
amounts of data. This imposes new challenges in data aggesgssing, and distribution.

Driven by the needs of scientific collaborations, the enmgy@srid infrastructure [30,
45] aims to connect globally distributed resources to forsmared virtual computing and
storage system, offering a model for solving large-scalamatation problems. Sharing
in Grid computing is not merely file exchange but also entdiilsct access to computers,
software, data, and other resources, as is required by & mngollaborative scientific
problem-solving patterns. To make such sharing simple &edtee demands data access
schemes that are scalable, reliable, and efficient.

To meet availability, performance, and scalability reqments, distributed services
naturally turn to replication, and file service is no excepti While the concept of file

system replication is not new, existing solutions eithesdée read/write replication totally



[11, 105, 118] or weaken consistency guarantees [60, 9%, Tb@&se compromises fail to
satisfy the requirements of global scientific collabonasgio

As an example, consider the Atlas experiment [1], whichdess for new discoveries
in high-energy proton collisions. Protons will be accetedan the Large Hadron Collider
accelerator, currently under construction at the Europedooratory for Particle Physics
(CERN) near Geneva [5]. After the accelerator starts rupnilas is expected to collect
more than a petabyte of data per year, which then needs tcsbédied to a collection
of decentralized sites for analysis. Atlas is the largeiaborative effort ever attempted
in the physical sciences. 1800 physicists from more thanutiersities and laboratories
in 34 countries participate in this experiment. The widdrthation of the participating
researchers and the massive amount data to be collectethuted, stored, and processed
demand scalable and efficient data access and storage scheadow physicists in all
world regions to contribute effectively to the analysis émel physical results.

The workloads of Atlas have a mix of production and analysiwdies. Physics analy-
sis, for example, is an iterative, collaborative procesee 3tepwise refinement of analysis
algorithms requires the use of multiple clusters to redwekbpment time. Although the
workloads during this process are dominated by read, th&y @é&mand the underlying
system to support write operations. Furthermore, stromgistency guarantees are often
assumed. For example, an executable binary may incorpgsateode that is finished only
seconds before the submission of the command that requsieg the code. To guarantee
correctness, the underlying system needs to ensure thatdtlgied data is successfully

transferred to the remote machine where the code is running.

1.3 Thesis Statement and Organization

The rapid evolution of wide-area collaborations calls famatable (i.e., read/write)
replicated file system that supports consistent data acCes$acilitate Grid computing
over wide area networks, we designed and implemented aa¢gdi file system that pro-
vides users high performance data access with conventibgalystem semantics. The
system supports a global name space and location indepamatamg, so applications on
any client can access a file with a common name and withoutimgéa know where the

data physically resides. The system supports mutablecegfain with explicit consistency



guarantees, which lets users make data modification with, eagety, and transparency.
The system provides semantics compatible with POSIX [Zwahg easy deployment of

unmodified scientific applications. We implemented thidesysby extending NFSv4, the
emerging standard protocol for distributed filing [92]. Shestudies support my thesis:

A replicated file system framework that addresses the data aess and storage
requirements of the emerging global collaborations is feakle and practical.

The remainder of this dissertation is structured as follo@bkapter 2 reviews previ-
ous work on distributed file systems, replication and coraay control in distributed
database systems, and recent developments in Grid midélewma scientific collabora-
tions. Chapter 3 discusses the design considerations faistency, failure resiliency,
performance, and name space architecture. Chapter 4 péisenlesign, implementation,
and evaluation of a replication protocol that supports toleteeplication with strong con-
sistency guarantees and high failure resilience. Chappeooses a hierarchical replica-
tion control protocol that relaxes update distributionuiegments to improve performance
for synchronous updates, and amortizes the cost of synidatan by allowing a replica-
tion server to assert control at granularities coarser ¢ghaingle file or directory. Chapter
6 explores the tradeoff between performance and failuréeese when using different
update distribution policies in the presented replicatiedsfystem. Chapter 7 summarizes

my contributions and outlines future work.



CHAPTER 2

Background and Related Work

This chapter provides the background for discussing rafgdat distributed file system
and gives an overview of related work. Section 2.1 reviewsstones in the development
of distributed file systems. The systems chosen are eitherde use or have influenced
academic studies. Three popular distributed file systenisS,M\FS, and Coda, are dis-
cussed in detail. Section 2.2 describes related work onurogrecy control and replication
in distributed database systems, another important typwodge systems. Section 2.3 dis-
cusses recent work on Grid computing and characterizafisaientific workloads. Sec-

tion 2.4 summarizes.

2.1 Distributed File Systems

211 NFS

The first distributed file system to realize widespread atzre®, Sun Microsystem’s
Network File SystemNFS) [76, 102], was announced in 1984. NFS was originally de-
veloped at the University of California and Sun Microsyssefor use on UNIX-based
workstations, but NFS designers paid special attentiorgottability and heterogeneity.
An early and vocal proponent of open systems, Sun publighmedNES protocol. Many
implementations followed, and NFS became ubiquitous anmetgorked workstations.

NFS employs a client/server architecture. The NFS protdetihes an RPC interface

that allows servers and clients to communicate over a n&w®he protocol does not



specify how servers or clients should implement this istegf As a result, NFS runs
seamlessly on a heterogeneous collection of computers.

In most operating systems, applications use system cadlsdess the file system. The
native UNIX file system interface was replaced with an alostvartual File System (VFS)
interface, which also became a de facto standard intertacéferent file systems [61].
VFS operations are either passed to a local file system, gefas a separate component
known as the NFS client, which takes responsibility for asd® files stored on a remote
server.

The NFS protocol was designed for simple error recovery. BEi$ers are not required
to maintain any contextual information about their clieffach RPC request from a client
contains all the information needed to satisfy the requésis stateless feature enables
NFS to recover quickly from system and network failures. ldoer, to some degree, func-
tionality and consistency are sacrificed. In the modernioeref NFS, NFS version 4
(NFSv4), this architectural shortcut is abandoned.

Version 3 of NFS (NFSv3) [77,91], the most widely adoptedsiaat, was released in
1994. At that time, computers were less powerful than tadlayd networks were usu-
ally local area networks. The advent of wide area networkalidated many assumptions
inherent to the design of NFS and led to the development ofF%2, 109].

Like previous versions of NFS, NFSv4 has a straightforwaesligh, robust error re-
covery, and independence of transport protocols and apgraystems for file access in
heterogeneous networks. NFSv4 also introduces some néwdsantended to improve
Internet access and performance, such as compound RPGabasgnultiple related op-
erations into a single RPC request, delegation capasiliieenhance client performance
for narrow data sharing applications, integration of filekimg that can support different
operating system semantics and error recovery, mandatongssecurity via an extensible
authentication architecture built on GSS-API [38], andftlities to support file system
migration and read-only replication. However, the puldgiNFSv4 protocol does not pro-
vide mechanisms to support a global name space, transgéeesystem replication and
migration, and mutable replication. These oversights chyge network transparency that
NFSv4 file systems provide in wide area networks.

The absence of a global name space hampers collaboratikewdisharing of data be-

cause users lack a common frame of reference. Lack of sufgpdaransparent file system



replication and migration complicates data distribution ananagement. The restriction
to read-only replication sacrifices network transparencyirite operations. To overcome
these shortcomings, we develop a naming and replicaticenselthat provides the missing
features, as described in detail in the following chapters.

2.1.2 AFS

Another widely used distributed file system, the Andrew Byjestem AFS), originated
at Carnegie Mellon University in 1983 [81, 105]. The priradigoal of AFS is to present a
homogeneous, location-transparent name space to peesahtime-sharing computers on
a campus-wide network. However, AFS also pays specialtaiteto scalability, adminis-
terability, and availability.

AFS clients aggressively cache files and directories on ldisk. Servers record the
files clients are caching, then execute callback routinemtiby clients when cached data
has changed. The AFS consistency model guarantees thanaatiening a file sees the
data stored when the most recent writer closed the file. Hewéhis guarantee is hard
to honor in a partitioned network when the callback operatian not be performed. The
recent practice of caching partial “chunks” of a file furtibtemplicates matters.

To enhance availability and to distribute server load eyeAFS employs read-only
replication on data that is frequently read but rarely medifiSubtrees that contain repli-
cated data may have read-only replicas at multiple serlatshere is only one read-write
replica and all updates are directed to it. Propagation ahghs to the read-only replicas
is done by an explicit operational procedure.

To enrich file system administration, AFS organizes datauotumeg110]. A volume
is a collection of files forming a partial subtree of the filss®m hierarchy. Independent
of the physical configuration of the system, volumes prowdiegree of transparency in
addressing, accessing, and storing files. They also feildata movement and optimiza-
tion of existing storage. However, it is a relatively heaeyght operation to configure a
machine as an AFS server. This is in contrast to NFS, wherenaaine can easily export
a subset of its local file system.

To support consistent file naming on a global scale, AFS eyspostandard naming

convention adhered to by cooperating but administratiaeiypnomous sites, calleztlls



[124]. Each cell has its own servers, clients, system adinators, and users. The design
allows transparent access to any file in the global name s$paneany AFS client, but does
not require a site to relinquish administrative control roie own system. In particular,
access to a site’s files is still mediated by its own authatita system. Thus, globally

centralized authentication services are avoided.

2.1.3 Coda

Coda[60, 106], a cousin of AFS, is designed for high data avdlilgbit achieves this
with two complementary mechanisms: server replicationdisdonnected operation.

In Coda, a volume is replicated at a set of servers, calleduane storage group (VSG)
For each volume from which it has cached data, a client keepk bf the subset of the
VSG that is currently accessible. This subset is referres tineaccessible volume storage
group (AVSG)and is identical to the VSG in the absence of failures. Aeely deleted
from the AVSG whenever an operation on it times out. It is adoleck to the AVSG when
the client is able to reestablish communication with theeser

Coda supports mutable replication with a variant readwwnite-all strategy. When ser-
vicing a cache miss, a client contacts all servers in its A¥&@ake sure that all accessible
replicas are synchronized. After that, the client obtaiatedrom one server that has the
latest copy in the AVSG. Once data is cached at the clientlzack channel is established
with the selected server. Upon file close, updates are patpddo all available replicas.

If no servers can be contacted, a client resorts to discoedeperation, a mode of
execution in which the client relies solely on cached datee modified data are transferred
to replication servers upon reconnection.

The strategy that allows an object to be be read and modifiethgss one of its copies
is accessible provides high availability. However, dataststency can not be guaranteed
upon partition failures, as data copies might be updatedwoently in two or more par-
titions. Although the Coda group has investigated autodchéite and directory conflict
detection and resolution mechanisms [63, 64], not all coisfican be resolved. In many

cases, user involvement is needed to get the desired verfsiata.
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2.1.4 Other Distributed File Systems

Each of the three systems described above is important &idvause it is widely used
in practice or because it occupies a prominent positionarsggace of distributed file system
designs. There are many other distributed file systems. Stfisection briefly describes
some distinctive systems.

Sprite is a network operating system developed at the Universi@atifornia at Berke-
ley [87]. In a Sprite network, most workstations are disg|e® large main-memory block
caches are used to achieve high performance in the Spritgytem [84]. An important
feature of Sprite is the exact emulation of Unix file systemmaatics. It achieves this by
using file servers as centralized control points for cachesistency. Whenever a client
opens or closes a file for reading or writing, it notifies theveethat stores the file. A
Sprite client usually caches pages of a file. However, whde &fopen on multiple clients
and at least one of them has it open for writing, Sprite dessiblient caching for the file.
This strategy enables Sprite to provide consistency atrdreugarity of individual read and
write operations.

Ficus[95] is a peer-to-peer file replication system developeti@ttniversity of Cali-
fornia at Los Angeles. It uses a single-copy availabilitdate policy with a reconciliation
algorithm to detect concurrent updates and periodicatifore the consistency of replicas.

Echo [23] and Harp [73] are two distributed file systems that use a primary copy
scheme [13] to support mutable replication with variant@ofiew change protocol [8]
for failure recovery. Both systems assume a local area mkt&rvironment and use a sin-
gle primary server to perform all updates and reads. Avaitais enhanced by electing a
new primary server if the original one fails. In some sensgfggmance can be improved
by spreading the load so that different servers act as piesitor different partitions. How-
ever, a single primary server remains a potential bottleiféocontains hot-spot partitions.

Recent years have seen a lot of work in peer-to-peer (P2P3ydeems, including
OceanStore [98], Ivy [82], and Pangaea [101]. These systeargss the design of systems
in untrusted, highly dynamic environments.

OceanStore[98] andlvy [82] use a low-level lookup service for replica localizatio
The lookup service works on immutable objects only. To supyodate, OceanStore maps
an object to a sequence of read-only versions and a new uessiata is generated when
an update request is received. Update messages are dedridgomnong replicas along a
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self-organizing multicast tree. Ivy places mutability iper-client log-head. Every client
writes its updates to its log. To satisfy read operationdiemtcaccesses its own as well as
other client’s logs to construct the current state of thesjistem. Operation logs are also
exchanged between replicas at that time.

Pangaea[101] replicates directories and files wherever and whendwey are ac-
cessed. Replicas are organized in a graph and each reptesnteers its “nearby” peers.
Pangaea provides optimistic data consistency. Updatebeanade at any replica, later
flooded to other replicas.

2.2 Concurrency Control and Replication in Distributed

Database Systems

Distributed database systems and distributed file systemseen different objects and
address different application requirements. In databgstess, correctness in the presence
of concurrency, distribution, replication, and failuredied to the concept of transactions.
It is normally a basic requirement that the currency cordlgbrithms can support Atomic,
Consistent, Isolation, and Durabl&ID ) semantics [50]. Distributed file systems, on the
other hand, usually allow coarser granularity of data siggaind are focused more on 1/0O
performance. Furthermore, distributed file systems ane&jly designed for workloads in
which read-write sharing is less common than those in disteid database workloads.

However, techniques for concurrency control and replicain distributed database
systems provide insights for designing a replicated fildesys as both systems need to
address the distributed nature of the deployed environmarfact, some techniques de-
scribed below have been grafted to distributed file systdfos.example, optimistic con-
currency control has been borrowed by several distributedyistems, such as Coda and
Ficus, to support mutable replication. lvy and OceanSteeemultiversioning techniques
to solve concurrent write problem. In later chapters, wethseview change rules devel-
oped by EIl. Abbadi et al. [8] for the design of a failure handlscheme, and a hierarchical
replication control protocol similar to hierarchical laog found in transactional systems.

Most concurrency control algorithms in distributed datsbase variants of three tech-

niques:locking, timestamp, andoptimistic concurrency control.
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2.2.1 Locking

The fundamental locking algorithm t&/o-phase locking (2PL)[40]. It synchronizes
reads and writes by explicitly detecting and preventingflatie between concurrent oper-
ations. With 2PL, before reading a data itéfna transaction must own a readlock Xn
similarly, before writing intoX, it must own a writelock orX. The ownership of locks is
governed by two rules: First, different transactions camsimoultaneously own conflicting
locks®. Second, once a transaction surrenders the ownership okaitonay not obtain
additional locks until it has released all locks.

The requirement of obtaining a lock before accessing arg itlatn introduces perfor-
mance overhead. To improve concurrency and performandenoftaneous transactions,
many modern transactional systems higearchical locking [51] to support multiple gran-
ularities of locking unit.

In distributed database systems, two-phase locking is efsed with gorimary copy
scheme [13]. In this model, one copy of each logical data ieedesignated the primary
copy; before accessing any copy of the logical data item afsyropriate lock must be
obtained on the primary copy.

2.2.2 Timestamp

Timestamp ordering is a technique whereby a serialization order is selected-a pr
ori and transaction execution is forced to obey this ord@f.[® basic timestamp based
algorithm works as follows.

Each transaction is assigned a timestamp at startup. Egebt ab given two times-
tamps: a read timestamp and a write timestamp. A transaistimfowed to read an object
if its timestamp is later than the object’s write stamp; otise, the transaction is aborted.
After a transaction reads an object, the object’s read tan@s is set to the later of the
object’s read timestamp and the transaction’s timestamjpamisaction is allowed to write

an object if its timestamp is later than the object’s reathgteotherwise, the transaction is

IHere, the definition of conflicting locks depends on the typsymchronization being performed: for
read-write synchronization, two locks conflict if both apeks on the same data item, one is a readlock, and
the other is a writelock; for write-write synchronizatiawp locks conflict if both are writelocks on the same
data item.
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aborted. After a transaction writes an object, the objeatite timestamp is set to the trans-
action’s timestamp. With these rules, the system guarankbex the conflicting operations
are processed in timestamp order.

An important variant of the timestamp algorithmnmultiversion concurrency control
[20]. In this model, the system maintains several versionsf object, each with a write
timestamp; the system guarantees that a transaction Headsdst recent version whose
timestamp precedes the transaction’s timestamp.

Multiversioning can be used with\ating algorithm [49] to synchronize transactions
in a replicated database system. A transaction is requiradrite a majority of copies
to modify an object and read at least enough copies to malketkat one of the copies
is current. Although interesting research, this model isattractive in most situations
because reading an object requires reading multiple copies

Instead, a special type of voting is widely used, calieald-any/write-all: to read an
object, a transaction can read any copy, but to write an gbiemust write all copies.
An example that uses this technique is ew changeprotocol proposed by El. Abbadi
et al. [8]. In that protocol, each replica maintains a viewmsisting of the replicas that it
believes it can communicate with. Upon failure, a new viefersmed among the replicas in
the majority partition. Within each view, the “read-anyit@rall” rule is used. The protocol

Is superior when reads are much more frequent than writes.

2.2.3 Optimistic Concurrency Control

In optimistic concurrency control, transactions proceed in three phadesad Vali-
dation, andWrite [65]. When a transaction executesReadphase, it reads values from
the database but writes values to a private workspace. Wiaeinansaction wants to com-
mit, it enters thévalidation phase, during which the database system checks whether the
transaction could possibly have conflicted with any otherccorently executing transac-
tions. If there are possible conflicts, the transaction mrt&l. Otherwise, the transaction
moves to thaNrite phase, in which it copies the written data in its private vepace into

the database.
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The basic premise in optimistic concurrency control is timaist transactions do not
conflict with other transactions. If there are many conflittie cost of repeatedly aborting

transactions can significantly hurt performance.

2.3 Scientific Applications and Grid Computing

2.3.1 Data Access in Grid Computing

Grid-based scientific collaborations are characterizeddmgraphically distributed in-
stitutions sharing computing, storage, and instrumentdymamic virtual organizations
[30, 45]. By aggregating globally distributed resourcesd@iddleware provides an in-
frastructure for computations far beyond the scope of deioganization.

Grid computations feature high performance computingtelgsconnected with long
fat pipes, a significant departure from the traditional kégid setting of a collection of
nodes sited at one location connected by a fast local areeoriet This difference in-
troduces new challenges in storage management, job samgdsgcurity provision, etc.,
stimulating growing research in these areas. In partictiarneed for flexible and coordi-
nated resource sharing among geographically distributgaihizations demands efficient,
reliable, and convenient data access and management sshemase users’ efforts for
using Grid data.

At present, the primary data access method used for Grid ctingpis GridFTP [12].
Engineered with Grid applications in mind, GridFTP has madyantages: automatic ne-
gotiation of TCP options to fill the pipe, parallel data trmsintegrated Grid security, and
partial transfers that can be resumed. In addition, as ahcappn, GridFTP is easy to
install and support across a broad range of platforms.

However, just as FTP is inadequate for transparent dis&tbsharing, the limited se-
mantics that GridFTP offers are not capable of providing gharing functionality that
many Grid applications require.

For example, in a common use case of the Grid, a scientisswamtin simulations on
high performance computing systems and view results onualeation system. With the
Grid technologies available today, the scientist subnhiésjob to a Grid scheduler, such

as Condor-G [47]. The Grid scheduler determines where thevjd be run, pre-stages
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the input data to the running machine, monitors the progséise running job and when
the job is complete, transfers the output data to the vizgaiiin system through GridFTP.
The output data is reconstructed with visualization toonlthie visualization site. Finally,
results are returned to the scientist after reconstruction

The scenario has the advantage of enabling a scientistsaatwesore computing re-
sources and speeding up his simulation. However, the whioteps is performed in batch
mode. The scientist cannot view intermediate results edfw entire scheduled job com-
pletes. Scientific simulations are often iterative andraxtéve processes, so the need to
wait for hours or days to examine experimental results ig ireronvenient. To overcome
this disadvantage, the Grid infrastructure requires meselfle data distribution and shar-
ing in its middleware.

Figure 2.1 shows a different picture for this kind of scemaBy employing a replicated
file system, the intermediate outputs of simulation are raatccally distributed to the vi-
sualization system and the scientist’'s computer. The 8staxan view intermediate results
and determine if parameters or algorithms need to be adjustso, he can update them

from his local computer and restart the simulation on theatenraomputing site.

Cluster of high

Visualization performance
center [/[/ [/ computers

File replication

File replication
server

server

Scientist }; %E File replication server

Cluster of high
[/[/[/[ performance
computers

Figure 2.1: A Grid use case example. By employing a replicéte system, the scientist
can view the intermediate results of his simulation and stdhie experiment in real time.

Various middleware systems have been developed with theajdacilitating data
access on the Grid. For exampl8torage Resource Broker (SRB)16] introduces a
metadata catalog service to allow location-transparergsscfor heterogeneous data sets.

NeST [17], a user-level local storage software system, provinkst-effort storage space
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guarantees, mechanisms for resource and data discoveryauthentication, quality of
service, and multiple transport protocol support, withdal of bringing appliance tech-
nology to the Grid. The&Chimera system [46] provides a virtual data catalog that can be
used by application environments to describe a set of aggpit programs, then tracks all
the data files produced by executing those applicationsmé@tai is motivated by the ob-
servation that much scientific data is obtained not from mmegsents but rather derived
from other data by the application of computational proceduwhich implies the need for

a flexible data sharing and access system.

A common feature missing among these middleware solutisrthe lack of fine-
grained data sharing semantics. Furthermore, most of thestems provide extended
features by defining their own APIs. In order to use them, giliegttion has to be coded
and linked for their libraries. Consequently, scientifisgarchers are generally hesitant to
install and use these Grid software systems.

The GridNFS [4] project developed at CITI aims to provide file system setita
and high performance data access for Grid applications.nTit@ble replication support
presented in this dissertation is a major part of GridNFS.ddgign fits the above picture
by providing the following features. First, fine-grained tadnle replication allows users
to perform data modifications easily. Second, my designvalla client to access data
from a nearby server. In common cases, the overhead for dimgpmutable replication
is negligible. Third, it provides a canonical global namaag Applications access data
through logical names, without needing to know the phydioedtion of data. Fouth, it
complies with the POSIX API, allowing easy deployment anaovding the possibility to
employ unmodified application software on the Grid. Thraugftthis dissertation, we will

discuss in detail how the system provides these features.

2.3.2 Scientific Workload Studies

The growing need for large-scale scientific collaboratioas stimulated a proliferation
of research in Grid computing and scientific workload stadieor the purpose of brevity,
we summarize only two recent works that are directly relébeaur study.

Thain et al. studied the workload characteristics of sixhatipelined scientific ap-

plications [113]. The applications they characterize dresen from different scientific
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disciplines. The studied workloads demonstrate three comaoharacteristic behaviors.
First, small initial inputs are usually expanded by earbgsts into large intermediate re-
sults, which are often reduced by later stages to smalltseessécond, although users tend
to identify large data collections needed by an applicatiora given execution, applica-
tions usually select a small working set. Third, significdaiia sharing is observed for users
who often submit large numbers of very similar jobs that as@@milar working sets.
Holtman et al. investigate the data processing requiresn@nCMS experiments [3]
and the workload characteristics expected once the Lardedd&ollider accelerator starts
running [56]. Regarding file access, they point out that tMSGvorkloads will be dom-
inated by reading. The stepwise refinement of algorithmkleald to a workload where
series of jobs are run over the same input data, with eachgotaming the refined code or
parameters. Because of the large data reduction factoveraemportant types of CMS
analysis, the sparseness of the input datasets increasesamlysis progresses. CMS
expects to access files through regular POSIX /O calls daritthe future, CMS can use
commercial software components that do not require radmiwith special “Grid version”
libraries. CMS has a strategy of moving code to data. Howewenetimes data may also
have to be moved to a location where code runs. In such castesl) data used by a CMS
executable is necessarily available locally when the ex@tstarts. Sometimes, CMS ap-
plications need random access to data from data sets th&tatarge to stage to every
machine in a site. Such use cases require accessing filesaogedile system local to the

site but not local to the machine.

2.4 Summary

This chapter surveys the data access requirements of thgieg&rid computing and
the related work on distributed file systems and distribdisdbase systems.

Grid computation is characterized by high performance aging clusters distributed
over wide area networks. However, most existing scientfffdiaations were developed for
local running environments. They encounter performanceralmability challenges when
their accessed data is widely distributed. Currently, tmary Grid data access method is
GridFTP. As a remote file transfer protocol, GridFTP doessapiport consistent data shar-

ing, which hinders the re-use of the existing software ird@omputing. Ideally, we want
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to allow users and applications to access Grid data as siagpliiey access them locally.
This introduces the need for a large-scale replicated fi¢esy that allows applications to
access remote data efficiently and through the conventid@alystem semantics.

File system replication has been studied for a long time. &l@r existing solutions
either forsake read/write replication totally or weakensistency guarantees. In contrast,
our system supports mutable replication with strong coescy guarantees. This allows
applications to access remote data reliably and easily. idgsy concern of such a sys-
tem is the performance overhead it might add to applicatiditee main contribution of
my thesis is the design and development of a replicated fgeeny that provides consis-
tent mutable replication in a large-scale file system yetditite overhead to application

performance.
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CHAPTER 3

Network Transparency and Data Access in Grid

Computing

As we have seen, existing data access methods that worknNedal area networks or
for applications that require limited data sharing fail &isfy the requirements of global
scientific collaborations. To facilitate distributed camipg over wide area networks and
to improve network transparency of data access in globahsiéic collaborations, we de-
veloped a replicated file system that provides users higfopeance data access with
conventional file system semantics.

Network transparency allows applications to access remote resources through net
work without needing to know whether they are remote or loleed distributed file system,
network transparency involves three aspects: namingopeance, and failure resiliency.

Naming plays an important role in distributed file systemsfil& system is said to
providename transparencyif it satisfies the following three requirements. First, dihgy
is accessible from any location. Second, the same name dsatsevery location. And
third, file location is not reflected in the name. Section 3stukses in detail a naming
scheme that achieves name transparency by supportingla shmyed global name space
and location independent naming.

Good performance is always a critical goal. A distributeel $iystem providegerfor-
mance transparencyif it hides access latency for remote resources.

In a distributed file system, a client’s access can be inp¢ediby any number of ma-
chine or network failuresFailure transparency requires that the system hides a failure
and recovery of resources.
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Replication is a common technique for improving perfornemansparency and failure
transparency in distributed systems. There are two primeagons for replicating data.
First, replication improves performance by allowing ascesdistributed data from nearby
or lightly loaded servers. Second, replicating data imps@awvailability in the face of failure
by allowing users and applications to switch from a failedveeto a working replica.
Throughout the latter chapters of this dissertation, werdes a replicated file system with
special attentions to performance evaluation and mecmarfisr handling failures.

In distributed systems, the main problem introduced byicapbn is maintaining con-
sistent state. Whenever a replica is updated, that repficarbes different from the others.
To keep replicas consistent, we need to propagate updateslhira way that temporary in-
consistency is not observable. More challenging, we needhiatain consistency without
penalizing performance, even in large-scale distribuystesns.

In Chapters 4 to 6, we present a read/write (i.e., mutablg)caded file system that
balances the tradeoff among consistency, performancefadnce resilience by offering
applications stringent yet flexible consistency guarantebo build a foundation for the
detailed discussion, we clarify our design principles imtg of consistency guarantees,

failure model, security considerations, and performarageoff in Section 3.2.

3.1 Global Naming

A file system provides access to named files. Naming thergfages an important role
in distributed file systems. In wide area networking, selanaciples guide the design of
a naming scheme.

First, a global name space for all files in the system is dek&raBy providing a com-
mon frame of reference, a global name space encouragebamaitave work and sharing of
data. Users on any client, anywhere in the world, can theransdentical rooted path to
refer to a file or directory.

Second, location independent naming facilitates tramsypamigration and replication.
A distributed system provides transparent migration amdigation by using abstraction
layers to hide the fact that a resource is migrated or reeli;aand thus present users the
appearance of a single unified system. With location indégehnaming, files are not

bound by name to individual servers, so they can be transiharaigrated or replicated.
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Third, name space operations should scale well in the faceidd or massive distri-
bution. A scalable distributed system is one that can easibpe with the addition of users
and sites and whose growth involves minimal expense, pagonce degradation, and ad-
ministrative complexity. These requirements suggestahmming scheme should adopt a
hierarchical architecture and allow delegation of adntiatgon.

Fourth, a naming scheme should be easy to apply in practitkasat can be used
in reality. Many of our design decisions are motivated by fiinciple. E.g., we avoid
employing a new directory service to support a global namaeespand location independent
naming, but utilize the existing Domain Name Service (DNS) that has been pervasively
deployed and used for years.

In the rest of this section, we describe the design and imgheation of a naming
scheme that provides these features.

3.1.1 Design

Following the principles described above, we develop a ngmscheme that allows
organizations to export their data autonomously in a sie&ed global name space, and
supports transparent migration and replication throughtion independent naming.

Global Name Space and File System Migration & Replication

We extend the Linux NFSv4 implementation to provide NFSvdntk a single shared
global name space. By convention, a special directory ffise global root of all NFSv4
file systems. To an NFSv4 client, /nfs resembles a directoay holds recently accessed
file system mount points.

Entries under /nfs are mounted on demand. Initially, /nfengpty. The first time a
user or an application accesses an NFSv4 file system, theemetal name is forwarded
to a daemon that queries DNS to map the given name to one orfiteoserver locations,
selects a file server, and mounts it at the point of reference.

The format of reference names under /nfs follows Domain N&ystem conventions.
We use SRV Resource Record (RR) [79] for server locationrmé&tion. A RR in DNS
can map a reference name to multiple targets, in this casieatgu file servers holding
the same data, which is a necessary element in transpagesys$tiem migration and repli-
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cation. When a file system is replicated to a new server, tingrastrator updates the
DNS entry, adding a mapping from the reference name of theyfigeem to the new server
location. Similarly, when a file system is migrated to anotberver, the old mapping is
updated to point to the new server. Once the migration caegl¢he old server returns
NFS4ERRMOVED, a special NFSv4 protocol value intended for migration suppfor
subsequent client requests. Upon receiving this errorclibat queries DNS for the new
file system location and retries the request with the specsigever.
Here is an example of a pathname in the global name space:
/I nfs/um ch.edu/lib/filel,whereum ch. edu referstothe NFS file system pro-

vided by the University of Michigan and i b/ fi | el is the path under that file system.

File System Name Space and Directory Migration & Replicatio

The file system name space provided by an NFSv4 server isdraota pseudo file
system A pseudo file system glues all of the directory hierarchigoeted by an NFSv4
server into a single tree rooted/atPortions of the server name space that are not exported
are bridged so that an NFSv4 client can browse seamlessty diree export to another.
Exported file system structures are controlled by servernsusTa server can dictate a
common view of the file system that it exports. This featuresisential for the support of
a single global name space, and reflects the intention of #f&vM protocol designers to
provide that support.

We implement directory migration and replication by expata directory with an
attached reference string that includes information ontoayet directory replica locations,
such as replica lookup methods and lookup key. To allow aarorgtion to maintain
replica location information flexibly, we support four kmaf replica lookup methods:
LDAP, DNS, Configuration File, and Server Redirect. The cangon and analysis of
these methods are presented in Table 3.1.

When a replicated directory is accessed by a client for teetfime, the server resolves
the replica locations of that directory with the attachefitnence string. It then sends
this information to the client through theS LOCATIONS attribute, as the NFSv4 protocol
specifies. Upon receiving the replica locations, the cbehtcts a nearby replication server,

mounts it at the place of reference, and continues its access
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Query Method Advantage Disadvantage
widely deployed, no need for extiapoor support for frequent updates
DNS RR installation, hierarchical structure, remote updates, complex queries,
efficient for simple queries and security; more burdens on DNS
good support for frequent updates]ess efficient for simple queries;
LDAP remote updates, complex queries, extra requirement to maintain
and security LDAP service
Configuration File| easy to use does not scale
Server Redirect | no lookup cost does not scale

Table 3.1: Comparison of different lookup methods.

When a directory is migrated to another server, the old seeternSsNFS4ERRMOVED
error for subsequent directory requests. Upon receiviagtlor, the client obtains the new
location of the migrated directory by examining the cont#rihe FS LOCATIONS attribute
and connects to the specified server.

3.1.2 Implementation

This subsection reports the implementation details of ttesgnted naming scheme.
We first describe the mechanisms for supporting a global repaee. We use a modified
Automount daemon on the client side to intercept accessestgiuperform DNS lookups,
and automatically mount and unmount NFSv4 servers. Thasagrns and our specified
naming convention provide NFSv4 clients a unified global easpace. Following that

description, we discuss implementation details for thgosupof directory replication.

Implementation of Top-level Namespace

Automount and AutoFs are tools that allow users of one mactormount a remote
file system automatically at the instant that it is needed.tofount, often referred as
AMD, is a daemon that installs AutoFs mount points and asgesian automount map
with each AutoFs mount point. AutoFs is a file system impleteénn the kernel that
monitors attempts to access a subdirectory within a det@drmarectory and requests AMD
to perform mounts or unmounts. Upon receiving a mount regues the kernel, the
AMD uses the automount map to locate a file system, which it theunts at the point of
reference within the AutoFs file system. If the mounted filstegn is not accessed for a

specified interval, AutoFs instructs the daemon to unmdunt i
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Automount supports various mapping methods. However,atippr DNS mapping is
not provided in the current implementation. We extend theoAwunt daemon program to
support DNS mapping. The global root directory of NF&f s by convention, is made an
AutoFs mount point with DNS mapping as the associated autotmaapping method.

Maintenance and Lookup of Directory Replica Locations

NFSv4 useexport f s utilities on the server side to export a directory. In theuxn
kernel, arexport structure is maintained for each currently accessed dingekport. We
extend theexport f s interface so that the reference string of a replicated thrgacan
be passed into kernel. After that, the reference string istaiaed in the corresponding
export structure.

In our implementation, a server caches replica locatioormétion in the kernel. When
an NFS client encounters a directory export with an attackéstence string, the server
calls cache lookup with the reference string as the lookyp Kehere is a cache hit, the
cached value is returned. If a cache miss occurs, an upcahde to a user-level handler,

which performs the lookup and adds the queried data to tHeecac

3.2 NFSv4 Replication

3.2.1 Consistency Guarantees

The great challenge when replicating files is keeping cogyeshronized as updates
occur. In a distributed storage system, synchronizatioresgics are expressed in terms of
theconsistency guaranteegranted to applications sharing data. Essentially, a starsty
guarantee is a contract between processes and the datatssases that if processes agree
to obey certain rules, the store promises to work correctly.

In distributed file systems, various consistency guaranieee been introduced. The
most stringent guarantegtyict consistency assures that all clients see precisely the same
data at all times. Although semantically ideal, strict dstecy is detrimental to perfor-
mance and availability in networks with high latency, matgrds, and the potential for
partition. On the other end of the spectrum, consistencyaguees are abandoned alto-

gether inoptimistic replication. Some examples include P2P systems that strive to max-
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imize availability [82, 95, 101] and distributed file systeitmat use heuristics to address
conflicts when inconsistency happens [64, 106]. To balamedénefit of replication with
the cost of guaranteeing consistency, some distributegdygeems provideead-only ac-
cess to replicated files, side-stepping update consisf@otyems altogether [11,105,118].

We observe that although optimistic replication has beestelyistudied, few appli-
cations in reality can deal with the conflicts that might heqppEven if applications can
provide such support, conflict resolution must be perforice@fully; otherwise, the cost
to reproduce data, if possible, can be considerable. Thedhconsistency guarantees
makes it infeasible for scientific collaborations that riegueliable and coordinated data
access.

For its superior read performance, read-only replicatias been favored in the cur-
rent Grid experimental platform [30]. With read-only regation, once a file is declared as
shared by its creator, it cannot be modified. An immutablehide two important proper-
ties. First, its name may not be reused, and second, itsrasnteay not be altered. While
simple, read-only replication has several deficienciesstfiead-only replication fails to
support complex sharing behavior, such as concurrentsvi@econd, to guarantee unique-
ness of file names, file creation and retrieval require a apA€&l, which hinders using the
software developed in the traditional computing environtrier global collaborations.

These considerations argue that global scientific colktimrs require consistent mu-
table replication. A desirable solution is not to bypasssistency problems, but to develop
an advanced system that supports write operations andstensy guarantees without hurt-
ing ordinary case performance.

In considering the options for consistency guarantees;phieciple of least surprise”
(which is a colloquial way of saying “transparency”) argdesthe strictest possible se-
mantics, yet this choice is rarely offered as the defaulterEw local file system sharing,
applications typically read and write through private slpotentially stale, I/O buffers. It
is tacitly understood that weaker guarantees, such asr@aderites” or “close-to-open”
semantics suffice for most applications, and that apptioatrequiring more stringent guar-
antees usually provide for themselves with explicit syoairation mechanisms, such as
lock or sync system calls.

Our design also follows this strategy. We provide users qmii@ations stringent yet

flexible consistency semantics. The replication system eveldp supports three consis-
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tency guaranteessequential consistencyclose-to-open semantigsand synchronized
access

In sequential consistency, distributed nodes doneaessarilysee updates simultane-
ously, but they are guaranteed to see them in the same ortler\\& take advantage of
this relaxed consistency requirement to design and buijdtes that imposes no penalty
on reading files.

The conventional NFS consistency model, the so-called&kn-open” semantics [109],
guarantees that an application opening a file sees the datanany the last application
that writes and closes the file. This strategy has provedxaige sufficient consistency for
most applications and users [91]. We also consider closgém semantics to be important
for many Grid applications and provide mechanisms for supmgpthis consistency model.

Certain applications, e.g., database, require synchednaccess (i.e., strict consis-
tency). That is, if two applications on different clients/feahe same file open concurrently,
a read of one observes the written data by the other. To ewahblect execution of such
applications, we offer this consistency option as well.

By default, our replication system guarantees close-enggemantics, i.e., the same
consistency semantics that the standard NFSv4 protocuida®s To offer better perfor-
mance and availability for applications that require oedienrites only, we allow users and
applications to explicitly demand sequential consisteagg mount option. If a file system
is mounted with this option, the server that the client verite coordinates other replica-
tion servers to enforce sequential consistency, with a am@s slightly different from the
replication control protocol that is used for guarantealoge-to-open semantics. Chapter
4 discusses this mechanism in more detail.

In NFSv4, a client’s write request includes a special flag tleclares whether the
written data is to be synchronized. An NFSv4 client setsflag on user’s behalf if the
user issues an fsync system call or the written file was opeitedD_SYNC flag set. Upon
receiving a synchronous write request from a client, outesygguarantees synchronized
access for the written file, which provides stronger coersis§ guarantee but less failure
resilience.

In Chapter 4, we describe in detail the approaches for prnoyithese consistency se-
mantics.
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3.2.2 Failure Model

One objective of our work is to increase data availabilityhwé replication scheme that
tolerates a large class of failures. There is a well-stuldiedcarchy of failures in distributed
systems: omission failure, performance failure, and Btinarfailure [35].

An omission failure occurs when a component fails to respond to a service request
Server crash and network partition are typical omissiolufas. Aperformance failure
occurs when a system component fails to respond to a semtpeest within a specified
time limit. Occasional message delays caused by overlosgtedrs or network congestion
are examples of performance faults. Bygzantine failure, components act in arbitrary,
even malicious ways [71]. Compromised security can leadytzaBtine failure.

Although security breach is increasingly common in therimé¢ Byzantine failure is
beyond the scope of the work presented in this dissertaRaither, we rely on the use of
secure RPC channels, mandatory in NFSv4, for server-teseommunication.

When considering omission failure and performance fajlure expect that the latter
happens more frequently as a system scales to wide arearketwo develop a replication
system that performs well in the face of typical Internetditons, it is important that the
performance of our system is insensitive to temporary ngesslalays. We achieve this
by allowing a client write request to be acknowledged eithenediately or as soon as a
specified number of replication servers have acknowledgedpdate. Consequently, even
though occasional message delays can cause a handful chtepl servers to respond
sluggishly, the penalty to application performance is $nfalrthermore, to tolerate long-
term omission failures, we develop a failure recovery sanénat allows the system to

operate continuously as long as a majority of replicationeys are in working order.

3.2.3 Security Considerations

As previous versions of NFS, NFSv4 relies on the underlyegusty model of RPC
for its communication. However, NFSv4 mandates the use@hgtRPC security flavors to
improve security. NFSv4 requires support for Kerberos iders [62] and LIPKEY [39],
and allows other mechanisms to be specified and used as wethdble in-band security
negotiation, NFSv4 adds a new operation that allows a deeqtiery a server about which
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security mechanisms must be used for accessing the sdilgesgstem. With this support,
a client can securely match the security policies specifiébth the client and server.

Our replication extension is a server-to-server commuiaingorotocol and does not
affect the NFSv4 security model between a server and a clfemthermore, our system
is implemented on top of RPC. This allows us to use the sgcoré@chanisms provided
by RPC for server-to-server authentication, integrity] privacy. As mentioned in Section
3.2.2, we assume no Byzantine failures. Thatis, a reptinaerver is trusted by other peers
as long as it can authenticate itself with the specified syqouolicies on other servers.

3.2.4 Performance Tradeoff

Good performance is a critical goal for all file systems. Oesign follows a simple
but fundamental rule: make common accesses fast. Basea amsights from workload
analysis of real file systems [15, 24, 25, 99] and the recemkiovad studies of the future
global-scale scientific applications [56, 113], the foliog cases are considered, ordered

by their expected frequencies:

e Exclusive read: most common. Support for replication should add negligier-
head to unshared reads.

e Shared read: common. Blaze observes that files used by multiple workstati
make up a substantial proportion of read traffic [24, 25]. Hilgs read by more than
one user make up more than 60% of read traffic, and files readobg than any ten
users make up more than 30% of read traffic. This motivates asdid any cost

penalty for shared reads.

e Exclusive write: less common. File system workload studies show that writes a
less common than reads [15, 24, 25,99]. When we considessitmedata that needs
to be replicated over wide area networks, this differenge lmecome even larger.
This allows us to design a replicated file system with goodaye performance at

the cost of slightly more expensive data updates.

o Write with concurrent access: infrequent. A longer delay due to enforcing consis-
tency can be justified when a client accesses a file or a dieittat is being updated

by another client.
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e Server failure and network partition: rare. Special failure recovery procedures
can be used when a server crashes or a network partitiongndoe time of fail-
ure, write accesses might even be blocked without doing naachage to overall
performance, if stringent consistency must be guaranteed.

To guarantee data consistency without penalizing exatugiads and shared reads, our
replication system uses a varigsrimary-copy schemwith operation forwarding to co-
ordinate concurrent access during file modifications. Umdeonventional primary copy
approach, a primary server is statically assigned for eamlmirpoint during configuration
so all write requests under a single mount point go to the gaimeary server. In contrast,
in our system the server to which a client sends the first watpiest is elected as the
primary server for the file or the directory to be modified. Mt writers, a client’s read
requests are served on a nearby server, as in a read-onbatepi system. Furthermore,
in our system, failure detection and recovery are drivenllgntaccesses. No heartbeat
messages are needed. When a primary server fails, recovesiyamisms generate a re-
placement server that then synchronizes other replicagorers to a consistent state. With
these approaches, the five cases discussed above intragubeads inversely proportional
to their expected frequencies, roughly speaking.

3.2.5 Summary

Following the principles discussed above, we have designeditable replicated file
system targeted to facilitate the data access and manageniememerging wide-area col-
laborations. The system is well suited for read-dominafgaieations, as mutable repli-
cation adds no cost to exclusive reads or shared reads. pbasgfile modifications by
using a variant primary copy scheme with operation forwagdb guarantee consistency.
Three consistency models are supported: sequential ¢temsys close-to-open semantics,
and synchronized access. Thus, the overhead to enforngesiticonsistency is induced
only when users demand it. The system tolerates a largeal@ssnponent omission and
performance failures, even when these lead to networktiparti

We have implemented our replication scheme as an extensibirEv4, the emerg-
ing Internet standard for distributed filing. Our implemaidn utilizes several existing

features provided by NFSv4, such as client side failurewveigo mechanisms to support
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read-only replication, and compound RPC. We pay speciahitins to keeping the proto-
col simple so that it is potential to standardize the extamsas an IETF minor version of
NFSv4. Furthermore, the replication scheme requires mirlasextensions on client-side
implementation, which makes it easy and practical to depiothe rest of this dissertation,

we refer to the developed replicated file systemN&Sv4.r for short.
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CHAPTER 4

A Fine-grained Replication Control Protocol that Supports

Consistent Mutable Replication

To meet the rigorous demands of large-scale data shariniglialgcollaborations, we
developed a replication scheme for NFSv4 that supportsbteutaplication without sac-
rificing strong consistency guarantees. In this chaptepmesent the design, implementa-
tion, and evaluation of a mutable replication protocol thadrantees stringent yet flexible
consistency semantics by electing a primary server upe@ntclipdates at the granularity
of a single file or directory. We refer to it éime-grained replication control protocah the
following discussion.

The rest of the chapter is organized as follows. Section éskribes a replication
scheme that guarantees sequential consistency. Basea@torséttion 4.2 discusses the
approaches to further enforce close-to-open semanticsyarathronized access. After that,

Section 4.3 reports the experimental results, and Sectbauimmarizes.

4.1 Sequential Consistency

To support read/write replication, we need mechanismsgtiblute updates when a
replica is modified and to control concurrent accesses whé@esaoccur. Since mutable
replication must not affect exclusive or shared read peréorce, we adopt an extended
primary copy scheme with operation forwarding to coordgnadncurrent writes. Under
the conventional primary copy approach, a primary servetdatically assigned for each

mount point during configuration so all write requests uralsingle mount point go to the
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same primary server. In contrast, in our system, the seowehtich a client sends the first
write request is elected as the primary server for the fileherdirectory to be modified.
This strategy provides the following advantages.

First, the overhead to support mutable replication is iediamly when there are writers
present. With no writers, the system resembles a read-eplication system, i.e., a client
accesses data from any nearby replication server.

Second, a primary server is selected at the granularity iofgesfile or directory, which
allows fine-grained load balancing.

Third, in our scheme, a primary server is dynamically chageon file or directory
modification. Hence, in the most common case (exclusivee)yrit client’s write requests
are served by a nearby primary server. The solution is wékdwo the Grid computing
environment because a replica can be dynamically creag@moptimal primary server
can be chosen for a file or directory in flight.

The remaining of this section proceeds as follows. We intoedhe replication control
protocol in Section 4.1.1. Section 4.1.2 then presentsringgpy server election algorithm.
Section 4.1.3 discusses the update distribution strateggection 4.1.4, we describe the

handling of various kinds of failures.

4.1.1 Replication Control Protocol

Sequential consistency guarantees ordered writes; gthaplication servers do not
necessarily process updates simultaneously, they aramfead to see all of them, and in
the same order. The system works as follows.

When a client opens a file for writing, it sends the open regigethe NFS server that
it has selected for the mount point to which the file belongs. afaplication might open
a file in write mode without actually writing any data for a tptime, e.g., forever, so the
server does nothing special until the client makes its finstewrequest. When the first
write request arrives, the server invokes the replicatamtrol protocol, a server-to-server
protocol extension to the NFSv4 standard.

First, the server arranges with all other replication sexte agree on its primary role.
Once consensus is achieved, all other replication sereensafd client write requests for

that file to the primary server. The primary server dist@sufordered) updates to other
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servers during file modification. When the file is closed (o8 hat been modified for a
long time) and all replication servers are synchronizeg pitimary server notifies the other
replication servers that it is no longer the primary sereetlie file.

Directory updates are handled similarly, except for thedtiag of concurrent writes.
Directory updates complete quickly, so a replication sesimaply waits for the primary
server to relinquish its role if it needs to modify a diregtondergoing change. For direc-
tory updates that involve multiple objects, a server musbbree the primary server for all
objects. The common case for this is rename, which needske @ updates atomically.

To prevent deadlock, we group these update requests anelssritiem together.

4.1.2 Primary Server Election

Two (or more) servers may contend to become the primary séw¢he same object
(file or directory) concurrently. To guarantee correctnassur replication protocol, we
need to ensure that no more than one primary server is chosendiven object, even
in the face of conflicts and/or failures. This problem is aciglecase of the extensively
studied consensus problem.

In the consensus problem, all correct processes must reaaggraement on a single
proposed value [41]. Many problems that arise in practicehsas electing a leader or
agreeing on the value of a replicated object, are instarfdbe @onsensus problem. In our
case, if we assign each replication server a unique idemfifie primary server election
problem is easily seen to be an instance of the consensuteprolelecting a primary
server is equivalent to agreeing on the identifier of a prinsarver.

Achieving consensus is a challenging problem, especiallgri asynchronous dis-
tributed system. In such a system, there is no upper boundessage transmission delays
or the time to execute a computing step. A good consensusithigoneeds to maintain
consistency, i.e., only a single value is chosen, and toegni@e progress so that the system
is eventually synchronous for a long enough interval [37hfdgtunately, Fischer et al.
show that the consensus problem cannot be solved in an asyioels distributed system
in the presence of even a single fault [42].

Observing that failures are rare in practice, candidatseosus algorithms have been

proposed to separate the consistency requirement fromrtigggss property [28, 68—70,
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Upon receiving a client update request, initiate primary
server election if the object’s primary server is NULL
set the object’s primary server to MyID // ack self
loop until all active servers ack
propose <MyID, object> to unacked servers
wait until all those servers reply or timeout
if the number of acks received is less than majority then
identify competitors from the replies
if any competitor is accepted by a majority of servers, or
any competitor’s identifier is larger than MyID, then
set the object’s primary server to NULL
send abort <MyID, object> to all acked servers
wait until the object’s primary not NULL or timeout
exit loop
else // have collected acks from majority
mark timed out servers inactive

Upon receiving propose <ServerlID, object>

if the object’s primary server is NULL then
set the object’s primary server to ServerID
send ack

else
send nack <the object’s primary server>

Upon receiving abort <ServerID, object>
if the object’s primary server equals to ServerID then
set the object’s primary server to NULL

Figure 4.1: Primary server election. This pseudocode Bkstthe election protocol that
ensures consistency. To guarantee progress in case akefaille use the view change
protocol analyzed by El-Abbadi to maintain liveness of iegtion servers. Section 4.1.4
discusses failure handling in more detail.

74]. That is, while consistency must be guaranteed at aigirprogress may be hampered
during periods of instability, as long as it is eventuallyaganteed after the system returns
to normal. Following this principle, we implement a primasrver election algorithm that
achieves the lower time bound of Fast Consensus [69]. Tharitdgh assumes that all
messages are delivered in order, which can be achieved hyding a serial number in
each message or through a reliable transport protocolré&gi presents the pseudo code
of the algorithm.

It is easy to verify that the algorithm satisfies the consisgerequirement: a primary
server needs to accumulate the acknowledgments from aityajbthe replication servers
and a replication server cannot commit to more than one pyiserver, so only a single
primary server is elected for a given object. Furthermarettfe common case - no failures

and only one server issues the proposal request - primavgrselection completes with
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only one message delay between the elected primary serdetharfarthest replication
server. In fact, since the server can process the clientlatepequest as soon as it receives
acknowledgments from a majority of the replication sery#re conflict-free and failure-
free response time is bounded by the largest round-trip (R1@) separating the primary
server and half of the nearest replication servers.

If multiple servers compete to be the primary server for ajeabit is possible that
none of them collects acknowledgments from a majority ofré@ication servers in the
first round of the election. Absent failure, the conflict isaly learned by each competing
server from the replies it receives from other replicatiervers. In this case, the server
with the largest identifier is allowed to proceed and its cetitprs abort their proposals
by releasing the servers that have already acknowledge@rv&isthat aborts its election
then waits for a proposal request from the stronger servee. Waiting is associated with
a timer to guarantee progress in case that the strongerrdailee Upon receiving the
anticipated proposal, the server acknowledges the reqDast consensus is achieved, the
server forwards the client update to the newly elected pyma

In the presented algorithm, the winner of the competitionticmes to send proposal
requests to replication servers that have not acknowledtgeale, subject to timeout.
However, the abort request from a yielding competitor mayarat such a replication
server after several rounds of proposal distribution, Iteguin redundant network mes-
sages. Contention is infrequent, but happens from timare th Grid computing. E.g.,
when we start a task on multiple computing nodes, clientsiecnto different replication
servers can simultaneously create their own output filegutite same directory, which
causes these replication servers to issue primary seeera requests for that directory
around the same time. The situation can be improved with # sptamization in the sec-
ond round of the election: the winning server can appenddpkes it has collected in the
previous rounds to its subsequent proposals. With thignmétion, a server that receives
a late-round proposal can learn that the server it is cuyrémgating as primary will soon
abort the election. Thus, it can briefly delay replying to tiesv proposal, increasing the
chance that the object is released by the old primary seeferd responding to the late-
round proposal. We leave the detailed discussion of faltweSection 4.1.4, but point out
that when the system is free of failure, primary server @actonverges in two message

delays even in the face of contention.
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4.1.3 Update Distribution

There are two primary reasons to maintain consistency ameplgation servers: first,
to guarantee correctness during concurrent writes; armhgeto guarantee the durability
of data (i.e., no data lost) in the face of failure. In our syst the first requirement is
satisfied by electing a single primary server for any file sectiory to be modified, as
described in Section 4.1.2. Here we discuss our desigregtest regarding the second
requirement.

For scientific applications, losing the results of a compaokecan be expensive or cause
inconsistent results. E.g., scientific applications okeap track of the progress of a com-
putation through log files. Suppose a failure occurs justradh application completes
some computation and records that in a log file. In a systeirdites not provide strong
data durability guarantees, the results may be lost afeerdtovery of failure even though
the log file indicates that the computation has completeda Aesult, the user and/or ap-
plication cannot tell where the computation should be resim

As discussed in the previous chapters, a main purpose of agystlis to develop a
replicated file system that allows users and applicatiorEtess globally distributed data
simply and reliably, which argues for the “principle of leasrprise”. Based on this con-
sideration, it is essential that a replication protocolats/guarantees the durability of data
written by a client that is acknowledged by its connecteseser

As mentioned in Section 4.1.1, a primary server is respdm$§i distributing updates
to other replication servers during file or directory modifion. To prevent data loss should
the primary server fail, we require that a primary serverprotess a client update request
until it receives update acknowledgments from a majorityhefreplication servers. With
this requirement, the “current” version of data is well-defl and, as long as a majority
of the replication servers are available, a fresh copy camya be recovered. Once all
active servers synchronize with the most current copy, weyaaranteed that the data after
recovery reflects all acknowledged client updates, anceatatieeds to reissue only its last
pending request.

In my implementation, the primary server distributes upd&b other replication servers
in parallel. Updates must be delivered in order, which caadieeved by including a serial
number in each message or through an ordered transporcplotaitially, a replication
server is unsure if a received update is valid — e.g., the gaynserver might send out
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an update request and then immediately crash — so it doeppht the update at once.
Rather, the update is cached until a commit request from tineapy server arrives. To
reduce network traffic, the primary server can piggy backscttimmit request to the next
message that it distributes to other replication servers.

In addition to the data payload, each update message froprithary server to other
replication servers also includes metadata related to pdate, such as the modification
time. Each replication server modifies its copy of file metadgpropriately when updat-
ing file data. This guarantees that the metadata of the filensistent among replicas,
which as we show in Section 4.1.4, makes it easy to deterrhmenbst recent file copies
during failure recoveriest

The described update distribution strategy provides egtins high failure resilience,
but also brings several performance concerns.

First, distributing updates to other replication serversrg time the primary server
receives a write request might lead to redundant netwoffctrshould some or all of a
file be written several times. The concern is migrated by olisg that an NFS client
usually delays asynchronous writes for some seconds bsémding them to the server.
This increases the likelihood that these updates will bg-ored [15].

Second, a directory update involves two message delay$oppemary server election
and the other for update distribution. To reduce this cost,alow a primary server to
send the primary server election request and the updatesetpgether in one compound
RPC [92]. A replication server receiving this compound RRChes the update, begins to
block local update, and acknowledges the primary servetieterequest. After receiving
replies from a majority of the replication servers, the @iynserver acknowledges the
client request. Simultaneously, the primary server coglddsa commitment message,
notifying other replication servers to apply the update.dissussed previously, to reduce
network traffic, the primary server piggy backs this nottiiza to the next message that it
distributes to other replication servers.

1Data update and metadata update do not need to be atomicif haeplication server crashes after
updating its data copy but before updating its metadata,dbpydata stored on it is considered stale when
it returns from the failure. As we discuss in Section 4.1h&, server then synchronizes itself with the most
recent copy, which brings its metadata up to date.
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Third, by making client-to-server writes synchronous wifidates to other replication
servers, we are increasing the latency of synchronoussaaitel metadata updates. Al-
though our study assumes read-dominant applications, &aveare that many scientific
workloads are characterized by large amounts of synchsowoites, bursty metadata up-
dates, and widely separated replication servers. Evaludtita in Section 4.3 shows that
the described replication protocol does indeed introdocsiderable performance penalty
for such workloads. Solving this problem requires a modificato the proposed update
distribution strategy that better balances the tradedtieen performance and failure re-

silience; this issue is investigated thoroughly in Chapfeand 6.

4.1.4 Failure Recovery

The principle challenge in data replication is maintaintogsistency in the face of fail-
ure. Different forms of failure may occur: client failureplication server failure, network
partition, or any combination of these. In this subsectw&describe the handling of each
case. The correctness proof of the protocol is presentegjpeAdix. Our failure model is
fail stop[107], i.e., no Byzantine failures [35]. Security of the freol follows from the
use of secure RPC channels, mandatory in NFSv4, for sesvesriver communication.

Client Crash

Following the specification of NFSv4, a file opened for wigtiis associated with a
lease on the primary server, subject to renewal by the cliémhe client fails, the server
receives no further renewal requests, so the lease exfire the primary server decides
that the client has failed, it closes any files left open byfthked client on its behalf. If
the client was the only writer for a file, the primary servdmguishes its role for the file.
Unsurprisingly, the file content reflects all writes ackneslded by the primary server prior

to the failure.

Replication Server Failure

To guarantee consistency upon server failure, we use viewgghalgorithms analyzed
by El-Abbadi et al. [8] to maintain aactive viewamong replication servers and allow

updates only among the servers contained in the active view.
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An active view is required to include a majority of the replion servers to guarantee
its uniqueness. To avoid unnecessary network traffic, wead@se periodic heartbeat to
maintain active view. Rather, in our system, active viewefsashed during updates.

During file or directory modification, a primary server rereefrom its active view
any replication server that fails to respond to its electiguest or update requests within
a specified time bound. The primary server can relinquishoits only after distributing
the new active view to all active servers. Each replicatienver records the active view in
stable storage. A server not in the active view may have datke, so the working servers
must deny any requests coming from a server not in the adéve v

A failed replication server has to synchronize itself witliva replication server before
being re-added into the active view. Basically, when anvaderver detects the return of a
failed server, either upon receiving an election or updatgiest from the returning server
or under the control of an external administration servitgynchronizes the returning
server to the up-to-date state and then initiates a viewgghprocedure to add the returning

server to the active view.
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Figure 4.2: Possible situations when the primary server &minority partition.

This figure shows different situations that may occur after primary server P is separated in
a minority partition during processing a client write regueS2 - S7 represent other replication
servers. The value in parentheses denotes the data vefsiba file copy at the corresponding
replication server.
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If a primary server’s active view shrinks to less than a mgjarhile processing a
client write request, different situations may occur, &sstrated in Figure 4.2. Because
the primary server cannot determine the data version in tenty partition, it fails the
client write request. Some replication servers may havéiepthe previous update; con-
sequently, the file content is inconsistent among repboaservers. However, the primary
server has not yet released its role for the file, and as wedesgtribe later, our failure
recovery procedure guarantees that the system convergles majority partition before
any further update can proceed. Thus, conflicting writegeseented.

Primary Server Failure Recovery

A primary server failure (crash failure or network partitithat separates the primary
server in a minority partition) can be detected by a replecaserver whose forwarded
request times out. Below, we refer to the replication setliat has noticed the primary
server failure as theeplacement servewhich then works with other replication servers to
recover the failure as follows.

The replacement server first initiates a view change praeethat collects majority
consensus among replication servers. It then eliminatetailed primary server from the
active view. After that, the replacement server executgselsonization process, during
which it queries the other active replication servers ferrtiodification times of the objects
that are controlled by the failed server, i.e., those forohtihe failed server is the primary
server at the moment it fails. The replacement server theanohsgnizes all of the active
replication servers with the most up-to-date copies thaiuhd, which it may first need
to obtain itself. After synchronization, all of the objetist were controlled by the failed
server are released.

If a replication server fails after sending primary serdecgon requests to a minority
of the replication servers, the failure can be detected bybseqquently elected primary
server (this is possible since a majority of acknowledgmean still be gathered from the
other active servers). As described above, that primames@liminates the failed server
from the active view and distributes the new view to the ottegdication servers. The
servers that have acknowledged the failed server switcheéméw primary server after

employing the new active view. The consistency of the datméffected: the failed server
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had not received acknowledgments from a majority of theicapbn servers, so it cannot
process any client updates.

A client that connects to the failed server can switch to dawveone through the client-
side recovery mechanism for server migration, part of th&WFstandard. In brief, this
entails cleaning up the state associated with the old sele@pening the files on the new
server, and reissuing the failed request. If the failed BGaiwrite, it is indeterminate
whether the state of the recovered file reflects that writeadjpen. However, this does not
compromise data consistency as repeating a write requesfesn NFSv4.

No Majority Partition

As described above, the failure recovery procedure stdrevhe primary server fails
or is isolated in a minority partition. However, if there aneiltiple partitions and no parti-
tion includes a majority of the replication servers, a netwawiew can not be formed until
the partitions heal sufficiently to allow a quorum to assesnbh this case, read requests
can be satisfied, but write requests must be refused.

To be safe, an external administrator should enforce a grerdted after recovering from
the failure. During the grace period, the administratotrinds each pair of the replication
servers to alternately execute a synchronization progsach ag sync, with the option
to update only files or directories whose modification timelder than the corresponding

copy on the peer node.

4.2 Close-to-open Semantics and Synchronized Access

The protocol discussed so far guarantees ordered writesigameplication servers.
However, applications sometimes require stronger cargigtguarantees, such as close-
to-open semantics or synchronized access. This sectisemqireschemes to provide these

consistency semantics.

4.2.1 Support for Close-to-open Semantics

The conventional NFS consistency model, the so-called&kn-open” semantics [109],
guarantees that an application opening a file sees the datanalny the last application
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that writes and closes the file. This strategy has provedxaige sufficient consistency for
most applications and users [91].

Close-to-open semantics is also important in Grid comgut@onsider a simple edit-
and-run example in which a program is edited on one cliengrednpon a number of clients
are instructed to execute it. Because the execution irgirumight be issued immediately
after the program editing, the access on the file must be cwisdl. To guarantee correct
synchronization behavior in such scenarios, we extend eéseribed replication protocol
as follows.

To guarantee close-to-open semantics, a primary sentenatsother replication servers
to forward client read requests as well as write requestthimritten file to itself. Fur-
thermore, the primary server must ensure that all reptioagervers have acknowledged its
election when a written file is closed, not just a majoritytisat subsequent reads on any
server reflect the contents of the file when it was closed. yfraplication server fails to
acknowledge the primary server election request, the pyiserver rejects the client close
request.

The first requirement sufficiently guarantees that any rdiat elose is forwarded to
the primary server before update distribution completekerAatively, we can let a pri-
mary server notify other replication servers to forwardyastient write requests during file
modification, and distribute another request instructitingoreplication servers to forward
both client read and write requests to itself upon file clds¢his way, client reads received
by another replication server are not forwarded to the piyrsarver during file modifica-
tion. However, this approach adds one more replicationrobntessage. Furthermore, it
increases the response time for client close request sipgmary server needs to wait for
the acknowledgments from all of the other replication seradter distributing the second
notification request. We consider concurrent writes to eguent while file close to be
more common, SO we elect to use the current solution.

Without failure, the second requirement is satisfied autaaldy if the client access
to the written file lasts longer than the duration of the prynserver election. However,
an application that writes many small files can suffer nogligible delays. We notice
that these files are often temporary files, i.e., files thatwest created (and are soon to
be deleted), so we allow a new file to inherent the primaryesettvat controls its parent

directory for file creation. Since the primary server doelsme@d to propose a new election
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for writing a newly created file, close-to-open semantiasfisn automatically guaranteed
without additional cost.

If one or more replication servers fail, the primary sengects the client close request
for the written file to prevent clients in a minority partitidrom accessing stale data after
file close.

With close-to-open semantics, a replication server doefoneard client read requests
for a directory that is currently under modification on thenary server. This strategy is
based on observing that the interval from the time that aatheceives a directory update
acknowledgment and the time that the other replicationessrimplement the update is
small. 2 This model complies with the NFSv4 consistency semantit®NFSv4, a client
caches attributes and directory contents for some spesiieohds before requesting fresh
information from its server.

4.2.2 Support for Synchronized Access

In a departure from previous versions of NFS, support foe lbgihge locking is part of
the NFSv4 protocol. With this support, applications cancéyanize their access to shared
resources through file locking and sync calls. E.g., an eafptin can lock a range of a file,
make some modification, flush the written data to the serveutih synchronous writes,
and then release the lock. With a single NFSv4 server, thicagipn is guaranteed that
after the synchronous writes complete, other applicatibas subsequently open the file
see the written data. An application can further ensuresihlasequent reads on any client
reflect the written data by using direct read access (i.ad requests that are sent directly
to the server instead of being served from client cache).

To provide the same consistency semantics, we need to ghsitikghen a synchronous
write completes, the data written is committed by all of thplication servers. This can be
enforced through an approach similar to that for supportinge-to-open semantics. l.e.,

when a primary server receives a synchronous write requast & client, it notifies the

2The primary server replies to a client update request aftexceives acknowledgments from half of
the other replication servers. In the current prototype,gtimary server distributes an update commitment
request to other replication servers after it receives timawledgments from all of the other replication
servers for the distributed update request. Thereforaliffexence between the two times is usually bounded
by the longest RTT between the primary server and the otipéice¢ion servers.
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other replication servers to forward client read and wriguests to itself. Furthermore,
it must ensure that all of the other replication servers temlaowledged its role before
replying to the client synchronous write request. If thiguieement cannot be satisfied
due to a replication server failure, the primary serveratsj¢he client synchronous write
request.

After the primary server has received acknowledgments fatiraf the other replica-
tion servers for its election request, update distribufmmthe subsequent (synchronous
or asynchronous) client writes works the same way as thdtdrséquential consistency
model. The primary server acknowledges a client write retjatter it gets acknowledg-
ments from a majority of the replication servers. If thera failure detected during update
distribution, the primary server can still process cliezdd and write requests as long as
it is in the majority partition. If the primary server is septed in a minority partition,
it fails any client write request. In the majority partitiotme failure recovery mechanism
described in Section 4.1.4 can be used to recover the frgshafcdata. After that, read
requests can be served in the majority partition.

4.2.3 Discussion

As we have described, a primary server rejects a client clegeest or synchronous
write request if it cannot collect acknowledgments for iescgon request from all of the
other replication servers. In other words, in the case dfif@j our system guarantees
close-to-open semantics at the cost of sacrificing systextadility for close operations,
and guarantees synchronized access at the cost of sagrifiggtem availability for syn-
chronous write requests. Several methods can be used tedyiua restriction if it is
critical to guarantee system availability as well as stroogsistency guarantees.

For example, we can use periodic heartbeat messages to pletioon failures and re-
quire areplication server to reject any client requestdails to receive heartbeat messages
from a majority of the replication servers. With this regurent, even in case of failure,
the system can continue to process client writes in a mgjpéttition after waiting for a
heartbeat period. Since any subsequent client accesslkdied in a minority partition,

synchronized access is guaranteed.
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Sequential Consistency

Close-to-open Semantics

Synchronized Access

A primary server ensures that a
majority of the replication server
have acknowledged its role befo
replying to a client write request

A primary server ensures that a
majority of the replication servers
have acknowledged its role before

5 replying to a client write request

reandall of the other replication
servers have acknowledged its
role before replying to a client
close request

A primary server ensures that all
of the other replication servers
have acknowledged its role before
replying to a client write request

Other replication servers are
instructed to forward client write
requests to the primary server

Other replication servers are
instructed to forward client read an
write requests to the primary serve

Other replication servers are
dinstructed to forward client read an
r write requests to the primary serve

During failure, reads are allowed
everywhere; writes are allowed i
the majority partition.

During failure, reads are allowed
n everywhere; a client cannot close
a written file

During failure, reads are allowed
in the majority partition; a client
cannot synchronously write a file

Table 4.1: Comparison of the schemes to guarantee sequaniistency, close-to-open
semantics, and synchronized access.

Alternatively, we can rely on an external administratiorvg®, such as a Grid job

manager. When failure occurs, active replication servechide the failed server(s) from

the active view and report the failure to the administragervice. The system can continue

to operate after the failure is recorded. According to thecdbed replication protocol, a

server excluded from the active view cannot update any wgrkierver, which prevents

the system from entering any inconsistent state. Howef/é¢hei failure is caused by a

network partition, close-to-open semantics or synchmemhiaccess are not guaranteed on

the “failed” server(s), i.e., clients may have read stala eathout awareness. In this case,

the computation results of an application that accessedleal faerver become dubious

since they might be generated with the stale input data. Bafee after the recovery of the

failure, the administration service should roll back thelagation to the state before the

failure happens.

In Table 4.1, we summarize the schemes for supporting séigleansistency, close-

to-open semantics, and synchronized access.

4.3 Evaluation

In this section, we evaluate performance under differetwork conditions. In Section

4.3.1, we use a modified Andrew benchmark with replicatiowess running in a local area

network and in the (simulated) high-latency, wide area peta. Section 4.3.2 evaluates
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performance when synchronized access is required. Indde4tB.3, we dig deeper into
performance by running real scientific applications ovetication servers in (simulated)
global area networks.

We measured all of the experiments presented in this sewfithna prototype imple-
mented in Linux 2.6.12 kernel. Servers and clients all runloal 2.8GHz Intel Pentium4
processors with 1024 KB L2 cache, 1 GB memory, and dual 248Gl Gigabit Ether-
net cards on board. We use TCP as the transport protocol. Urber of bytes that NFS
uses for reading (rsize) and writing (wsize) files are set2d&B. In our experiments, we
use Netem [55] to induce simulated wide area network lagsncAll numbers presented
are mean values from three trials of each experiment; stdriiviations (not shown) are

negligible.

4.3.1 Andrew Benchmark Evaluation

This subsection presents the experimental results of ngranimodified Andrew bench-
mark. The Andrew benchmark [57] is a widely used file systenchenark that models a
mix of file operations. It measures five stages in the germrati a software tree. Stagh (
creates the directory tred| Y copies source code into the trekl Y scans all the files in the
tree, (V) reads all of the files, and finall\}j compiles the source code into a number of li-
braries. The modified Andrew benchmark used in our expettisrdifiers from the original
Andrew benchmark in two aspects. First, in the last stagentpiles different source code
from that included in the Andrew benchmark package. SectiredAndrew benchmark
writes a log file in the generated directory. If writes areastilbmpared to reads, the cost
of updating the log file dominates the overall cost of a stagé mostly reads, hindering
analysis. Therefore, we use local disk to hold the log file.

Our first experiment looks at replication in a LAN environresuch as a cluster. Figure
4.3 depicts the performance of the modified Andrew benchrasutke number of replicas
increases. The measured RTT between any two machines isda200psec.

Figure 4.3 shows that in a LAN, the penalty for replicatiosnsall. Replication induces
no performance overhead in Staghk)(@and (V), as these two phases consist of read oper-
ations only. Stage\() is compute-intensive, so the performance difference éetwsingle

server and replicated servers is negligible. Most of théoperance overhead for repli-
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Figure 4.3: the modified Andrew benchmark in LAN replication

cation comes from Stage¥) @nd (I), which consist of file and directory modifications.
However, with a fast network, the aggregate penalty is atily a few percent. Further-
more, because a primary server distributes updates to pkcation servers in parallel,
performance is not adversely affected as the number ofcain servers increases.
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Figure 4.4: The modified Andrew benchmark in WAN replication

The next experiment, depicted in Figure 4.4, compares tHenpeance of replicating
to a distant server vs. the performance of accessing a tstaver directly. We ran the
modified Andrew benchmark with an increasingly distant fdever, the upper line in Fig-
ure 4.4, and again with a local replication server and areasingly distant replication
server, the middle of the three lines in Figure 4.4. The RTTkexd on theX-axis shows
the round-trip time between the primary server and the remeplication server for the
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replication experiments, and between the client and theteserver for the single remote
server access experiments. In Figure 4.4, the smallest R&Fdsuaned is 20Qisec., the
network latency of our test bed LAN. For the other measuremeve use Netem [55] to
simulate network delays. Each experiment first warmed tleats cache with two runs.

Figure 4.4 shows that replication outperforms remote acoesll of the five stages.
In Stages|(l) and (V), the read-only stages, replication is as fast as localss¢@@nce
no messages need to be sent to the other replication sertleeda stages. Replication
also dominates remote access in the other three stagessélolok at the network traffic
in the measured experiments shows that with replicatiomefanessages are sent to the
remote server, accounting for its advantage. Roughly,dhaing time in each stage can
be estimated as

T = Tbasic+ RTTx NumRPC (4.2)

whereTbasicdenotes the computation time at the client and the requesepsing time
at the connected server. For replicati® T represents the round-trip time between the
primary server and the replication server, aadmRPCrepresents the number of RPC
messages sent from the primary server to the replicatim@sar the corresponding stage.
For remote acces®TTrepresents the round-trip time between the client and thete
server, andNumRPJs the total number of RPC requests sent from the client taéineer.
TheTbasiccost is about the same for replication and remote accesayshference in
performance must be accounted for by the second part of theufa. For example, Stage
(I) creates 20 directories at the cost of 85 RPC requests senttfre client to the con-
nected server. These RPC requests consist of 2at e, 13access, 17getattr, and
351 ookup. With a single remote server, the reporteckcess, get at t r, andl ookup
requests are unavoidable even with a warm cache becausarthegquesting informa-
tion on newly created directories. However, with replioatiaccess, getattr, and
| ookup requests are served locally at the primary server, elinmigdheir cost altogether
at the scale of this experiment. Furthermore, with replicatalthough eachr eat e costs
two RPC messages, the primary server replies to the cliga i@ceiving the response to
only the first of these two. Consequently, with replicatithe number of latency-inducing
remote RPC messages decreases from 85 to 20. Table 4.2 suss/RPC counts for all
of the five stages.
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System Model Mkdir | Copy | Scandir| Readall| Make | Total
Replication 20| 228 0 0 71| 309
Single remote server access 85| 735 154 510 589 | 2073

Table 4.2: Number of remote RPC messages sent during thetéigessof the modified
Andrew benchmark with replication and single remote seaceess.

On the other hand, Figure 4.4 also shows that compared wigftesiocal server access,
remote replication adds considerable overhead on therpeafece of the application that
consists of many metadata updates (see StapdH ), and {)). In Chapter 5, we describe
the enhancements to the replication protocol that redusg@érformance penalty.

An important feature of the presented protocol is that a arnserver can reply to a
client request as soon as it gets acknowledgments from fiddémther replication servers.
Then given a set of replication servers, the performanceptotocol is dictated by the
largest RTT between the primary server and half of the neagpication servers, which
we call themajority diameter

To illustrate how this feature can be used to advantage, wWedd third replication
server halfway (in terms of RTT) between the other two ancarethe modified Andrew
benchmark. The result is the lowest of the three lines inféigud. Placing a third replica-
tion server midway between the local and the remote rephicatervers cuts the majority
diameter in half. For the modified Andrew benchmark, this¢be overall running time,
which is dominated by the cost of remote RPC, nearly in half.

The results imply that if most writes to a replicated file cofran one site, the per-
formance overhead for remote replication can be made sgamuitting a majority of the
replication servers near that site. Furthermore, if a sitesing local replication, the penalty
for adding a distant replication server, say, for very afé-backup, is negligible. However,
we note that putting a majority of replication servers inray& site increases the probabil-
ity that these servers fail at the same time. This introdadeadeoff between performance
and failure resilience. We explore this thoroughly in Cleaét

Generally, our system is designed to be used with a small eupflveplication servers,
say, fewer than ten. Under this assumption, we do not expmetinmance to suffer when
additional replication servers are added as long as therityaghameter is fixed. To test
this conjecture, we measured the running time of the modfiedrew benchmark with a
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Replication servers | RTT to the primary server
P (the primary server, -

R2, R3 20 msec
R4 40 msec
R5, R6, R7 60 msec

Table 4.3: Servers used in Figure 4.5 experiments.
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Figure 4.5: The modified Andrew benchmark with differentliegiion server sets.

fixed majority diameter, varying the number of replicati@m&rs. Figure 4.5 shows the
measured results. The servers used in this experiment seelokd in Table 4.3.

As the data shows, with the majority diameter fixed (at 40 fsecreasing the number
of replication servers has negligible effect on systemgrarance, which is key to good
scaling. As agedanken experimentze might imagine the practical limits to scalability as
the number of replication servers grows. A primary serviesaon an output bandwidth
obligation that multiplies its input bandwidth by the numbéreplication servers. For the
near term, unicast communication and the cost of bandwettmgo be a barrier to massive
replication.

To summarize, the evaluation data presented in this subsetitistrates two main
points. First, network RTT is the dominant factor in the periance of WAN data ac-
cess. By locating a replication server close to the clierfSi.r can reduce RTT-induced
latency. Second, NFSv4.r scales well in this workload. Agation performance is unaf-

fected by adding additional replication servers while lkegphe majority diameter fixed.
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4.3.2 Evaluation of Synchronized Access

This subsection evaluates the performance of NFSv4.r werhsonized access guar-
antee is required. In particular, we take a simple edit+amiexample in which a user edits
a file on one client and starts running it on another client.évaluation purpose, we emu-
late this example by overwriting a file on one client (writand then immediately reading
it on another client (reader). To guarantee read-afteteveiynchronization, the first client
issues a fsync call after overwriting the file.

Below, we first describe the experiment setup. After thatrepert the execution time
measured on the writer and the reader, respectively.

We measured the time to overwrite a file and to synchronowesdg m modified file
in five distribution models, as illustrated in Figure 4.6. thre OneServer-120ms and
OneServer-60ms distributions, the client (reader or wrdecesses a single remote server
with the RTT between the server and the client set to 120m$ant, respectively. In the
2Rep-120ms and 2Rep-60ms distributions, two replicatermess are used with the inter-
mediate RTT between them set to 120ms and 60ms, respectivddgth distributions, the
client (reader or writer) connects to a replication serweits LAN. In the 3Rep distribu-
tion, we construct an unbalanced configuration by placinggtiheplication servers with the
RTTs between each pair set to 60ms, 60ms, and 120ms, resghecilihe writer (clientl)
and the reader (client2) are remote from each other, and @autects to a server in its
LAN.

Figure 4.7 shows the total time measured on the writer tovavierand then fsync a file
as the size of the file increases. As the data indicates, iargenmeplication outperforms
single remote server access with the same distribution RiAd@ performance benefit comes
from the reduced number of the remote messages sent to opéditetiand to check the
file's access mode and attributes, similar to the obsenvatiecussed in Section 4.3.1.
Furthermore, write time jumps at different file sizes witlplreation and single remote
server access. The jumpis due to TCP congestion contrahtinatluces an extra roundtrip
delay when transferring written data. With replicationwée messages are sent to the
remote node, so performance decreases with larger file sizes

As mentioned previously, the primary server needs to gueeathat all of the other
replication servers have acknowledged its election raduegsre replying to a client syn-
chronous write request. After that, the primary server e&piyrto a client write request
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Figure 4.6: Experiment setup for synchronized access atratu

as soon as it gets acknowledgments from half of the othercegfan servers for the dis-
tributed update request. So we expect that the synchronotesperformance in NFSv4.r
is dictated by the majority diameter rather than the lonBa@3t between the primary server
and the other replication servers. The measured experimsunits validate our prediction.
As observed, the execution time measured in 3Rep distoibusi close to that measured
in 2Rep-60ms distribution. A slightly longer delay is obsst when the file size is small,
corresponding to the waiting time when the primary servecesses the first synchronous
write request. The delay disappears as the file size becamyes In those cases, when the
first synchronous write request triggered by fsync readieptimary server, it has already
received the acknowledgments from the other two replicadervers.

We now move to evaluating read performance during syncheanaccess. Figure 4.8
shows the synchronous read time for a file that was just maddifyehe writer. To evaluate
performance when read forwarding occurs, we pay speciehi@ns to the 3Rep distri-
bution. In NFSv4.r, a primary server immediately resporda tlient close request for a
written file but delays releasing its role until all of the fipdates are acknowledged by
every active replication server. With an unbalanced refbo server distribution, a slow

or remote server can fall behind from file modification withumdi of writes. In such cases,
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Figure 4.7: Synchronized writes. The figure shows the meadime to overwrite & fsync
a file as the file size increases. The experiment setup is simokigure 4.6.

when the reader starts accessing the file, the replicatimersid connects to forwards the
client read requests to the primary server.

In the experiments, we first start reading the file on the nebgémmediately sending
anssh command from the writer after the file modification finishesiat we consider
a typical edit-and-run scenario. The network delay betwaenwriter and the reader is
set to 120ms, as the experiment setup depicts. Howevertwghhmethod, no forwarded
reads are observed because the latency of sendisglatommand dominates the delay
of update distribution. As observed, the read performanseich cases (depicted as 3Rep-
ssh-start) is similar to that when both the writer and theleeaonnect to a single local
server (depicted as OneServer-local).

For evaluation purpose, we artificially start reading the fight after file modifica-
tion. In this situation, we observe that the first read regitresn the reader is forwarded
to the primary server. After that, the update distributiompletes and the primary server
releases its role, so subsequent read requests are pbgste nearby server. As Fig-
ure 4.8 shows, the performance with no-delay start (dephi@se3Rep-nodelay-start) stays
nearly the same as the file size increases, compared withinthig@mg delay observed when
reading the file from a single remote server (depicted as &mwes120ms). The overhead
caused by the forwarded read corresponds to the perfornaéffeence observed between
3Rep-nodelay-start and reading a single local server,wisi@about the same as the RTT
between the replication server and the primary server.
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Figure 4.8: Synchronized reads. The figure shows the synohsoread time for a file
that was just modified on another client. The experimentpsetishown in Figure 4.6.
In the experiment, 3Rep-ssh-start and 3Rep-nodelaytsitintuse the 3Rep configuration
as depicted in Figure 4.6. In 3Rep-ssh-start, we start mgathie file by sending assh
command from the writer after writes complete. In 3Rep-taglstart, we artificially start
reading the file immediately after file modification, withdbe ssh latency between the
two clients. For comparison, we also present the time medswith the writer and the
reader both connected to a single local server and a singleteeserver, as represented
by OneServer-local and OneServer-120ms, respectivelyOneServer-120ms, the RTT
between the server and the client is set to 120ms.

In summary, the evaluation results presented in this stibseshow that users usually
observe no additional cost during synchronized access BvME. A slight performance
penalty is charged when read forwarding occurs, but evan the performance of NFSv4.r

still outperforms single remote server access.

4.3.3 ATLAS Evaluation

In this subsection, we explore the performance of NFSv4.isébentific application
workloads. Our evaluation uses the ATLAS detector simafasioftware that consists of a
set of cluster-based, data-intensive, distributed apfins poised for deployment on the
Grid. After a brief description of the ATLAS software, we débe the experiments with
these applications.

ATLAS is a particle physics project that searches for nevealisries in high-energy
proton collisions [1]. Protons will be accelerated in thadgeaHadron Collider (LHC)
accelerator, currently under construction at the Europedooratory for Particle Physics
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(CERN) near Geneva [5]. The accelerator is expected to bmggnation in 2007. After
that, on the order of a petabyte of raw data will be produceth gaar, i.e., a continuous
stream of over 300 KBps, and distributed to a multi-tierellection of decentralized sites
for analysis.

ATLAS is the largest collaborative effort ever attemptedhie physical sciences. 1,800
physicists from more than 150 universities and laborasane34 countries participate in
this experiment. With the massive amount of data to be psasckand the widely dis-
tributed collaborators, ATLAS stands to benefit from a dulalaand reliable data access
and management scheme, which is also a target of our design.

At this writing, ATLAS is performing large-scale simulati@f physics events that will
occur within an ATLAS detector. These simulation effortpgort the detector design and
the development of real-time event filtering algorithmd @& critical for controlling the
flood of data when the LHC accelerator is running.

The ATLAS event simulation model consists of four stagese Tifst stagefvent
Cener at i on, uses a seed to produce pseudo-random events drawn frotisacstedis-
tribution deduced from other experiments. The second stdigeul at i on, reads the
generated events and simulates the passage of partiotegyththe detectors. The third
stage,Di gi ti zat i on, converts simulated hit events into digital outputs (chiggits).
The digits are fed to the fourth stageeconst r uct i on, which performs pattern recog-
nition and track reconstruction, converting raw digitatadento meaningful physics. The
four stages have different computational requirementsgamerate different amounts of
output data. For example, when processing 1000 events oal2 duGHz Pentium4 pro-
cessors with 1 GB memorfvent Cener ati on takes two minutes and generates 20
MB of output data;Si mul at i on takes 33 hours and generates 800 MB of output data;
Di gi ti zati ontakes 8 hours and generates 1.6 GB of output dR@apnst ructi on
takes 8 hours, generating 8 to 20 MB of output data.

In this dissertation, we skip over the discussion of the fikst stages: the time spent
onEvent Gener ati on is considerably less than the other three, wBilerul at i on
is utterly CPU bound, so their performance is not likely toskesitive to our work on the
I/O side. Our analysis focuses @hgi ti zat i on andReconst r uct i on. We want to

explore the following questions:
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Figure 4.9: ATLAS experiment setup.

¢ Will these applications that are normally CPU bound becoi@eblound when they
are globally distributed?

e If I/O performance becomes a critical factor, can file systepiication help to im-
prove the performance of these applications?

e For the two applications, one of which generates a modestuatad output while
the other produces a large volume of data, what is the pediocecost of replicating
their outputs remotely?

To answer these questions, we measured the time of runnib§&Di gi ti zati on
and Reconst ruct i on with three distribution models: Local-Remote, Midway, and
Replication. In each distribution model, we ran the ATLA®Egations on a pair of NFSv4
clients, with the RTT between them set to 120 msec, the medgiumg time from our
experimental test bed in Ann Arbor to CERN. In the Local-Ré&sndistribution, the two
clients access data from a single NFSv4 server that locateme client’s LAN. In the
Midway distribution, we place a single NFSv4 server half veayween the two clients. In
the Replication distribution, we place a replication senmeeach client’'s LAN. Figure 4.9
illustrates the experiment setup.

In the experiments presented in this subsection, eacht glienesses 50 events. In our
experiments, we used th#& gi ti zati on andReconst r uct i on software from the

ATLAS 10.0.4 installation package. FBeconstructi on, we applied all of the algo-
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Figure 4.10: Left: ATLAS Digitization. Right: ATLAS Recotrsiction. In each category,
the first column shows the running time measured on the kgt glient in Figure 4.9, and
the second column shows the running time measured on theabiget.

rithms included in the default installation. For the firsotdistribution models, we present
the performance measured with both cold and warm clientesadWith Replication, cache
temperature has little influence on the running time of eiipplication. Even with a cold
client cache, the un-cached data is retrieved from a neaqilication server. The cost of
this is relatively small compared with the overall runniimge of the applications.

Figure 4.10 shows the measured running time of ATUAS)i ti zat i on andRec-
onstruction. In both diagrams, the first column of each category showsuhging
time measured on the left side client in Figure 4.9, and teers&: column shows the run-
ning time measured on the other client.

Figure 4.10 shows that Replication outperforms Local-Renamd Midway for both
applications. To see just where the performance improvésname from, we further
divided the applications into three phases and measurdarieespent on each of them.

In the Set up phase, the applications prepare their run-time envirotsnemn the
Initialization phase, the applications read header files and librariedjrdanthem
into executables. We measured the initialization time liirgethe number of simulation
events to zero. ThExecut i on phase processes events. We calculate the execution time
by subtracting the time spent on the first two phases fromata tunning time.

Examining the detailed experimental results presentedguar€ 4.10, we see that for
both applications, most performance benefit of replicatimmes fromSet up andl ni t -

i al i zati on. We find that even with a warm client cache, the performandbexe two
phases still suffers dramatically as the RTT between theesand the client increases.
Taking a close look at the network traffic with a warm clientloa, we were surprised to
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see that a large number of file open requests are sent dugsg tivo phases, even though
NFSv4 has a delegation scheme that allows a client to persoitvssequent open requests
locally after the first call in the absence of shared writeffsirther examination reveals
that most of these open requests are met viih “ent ry exi st s” error, obviating any
potential delegation advantage since NFSv4 does not praviday for a client to cache
negative results.

We believe that the applications are issuing these operestgjas a way of examining
the configuration of the running environment. The cost ohddhis on a local file system
or with a nearby server is too small to make a substantiaiffce in the running time, but
begins to have an impact as the server is made more and mavterdReplication helps by
allowing these open requests to fail on a nearby server, thélperformance comparable
to accessing a single local server.

IntheExecut i on phase, ATLASDI gi ti zat i on produces approximately 7.2 MB
of output data, most of which is written to a single output(iler process). The output data
is read byReconst ruct i on during theExecut i on phase, whose output size shrinks
to 1.4 MB per process, according to our measurements.

Figure 4.10 shows that for ATLABeconst r uct i on, the performance of thex e-
cut i on phase is similar in all of the three distribution models, thi$ is not the case
for ATLAS Di gi ti zati on. There,Executi on with a remote server is about 50%
more costly tharExecut i on with a local server, anéxecut i on with replication is
comparable to the latter.

ATLAS Di gi ti zati on generates a significant amount of output data, nevertheless
we were surprised that the performance penalty for remgigcegion is so high. To find
the reason, we examined the trace data collected duringkffegiment and found that the
high performance cost observed durtegecut i on is mainly caused by a large number of
fsync system calls: more than 900 fsync calls are used widvB@t digitization, compared
with 60 fsync calls observed with 50 event reconstruction.

We discussed this observation with the ATLAS developerssed#ms that the over-
whelming use of fsync is an implementation issue rather tleressaries. To estimate the
performance of ATLASI gi ti zat i on without the impact of the aggressive use of syn-
chronous writes, we eliminated these fsync calls and rehrarexperiment. Figure 4.11

shows the results. As the evaluation data demonstrateqettiermance difference be-
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Figure 4.11: ATLAS Digitization without fsync.

tween local server access and remote replication is redagt ut i on with replication

is about 20% slower thalBxecut i on with single local server access. The remaining per-
formance difference is caused by large bursty writes thhaest the client cache, which
happens more frequently with remote replication since esponse time for individual
client write is larger.

A fundamental problem reflected here is that applicatiotsnofise a large amount of
synchronous writes to ensure the durability of written dakae cost of doing this on a
local file system is small, but starts to affect performance¢h@ system becomes widely
distributed. However, such applications can be commonactpre since most programs
in use today are developed in local environments. To addnessssue, in Chapter 5, we
discuss refinements of the protocol to improve performaacsyfnchronous writes.

In part, the performance result presented here reflects st wase scenario. Typically,
the four ATLAS applications are run together as a pipelinbud the described problem
can be avoided by keeping intermediate output data in lecgporary files and writing only
final results over shared storage. Researchers have shaiva tfiamond-shaped storage
profile is a characteristic behavior among scientific apgpions [113], i.e., small inputs are
expanded by early stages into large intermediate resufishvare reduced by later stages
to small results. This observation implies that it is morfecent to store intermediate re-
sults in local storage rather than distributing them retyotdowever, when making such
decisions, users should also consider the tradeoff betpedarmance and the cost to re-
compute intermediate results if a failure occurs. As oufuatéon shows, for applications
that generate a moderate amount of output, the cost of atjolicis negligible. This sug-
gests that it is appropriate to replicate the output produmean intermediate stage if its

performance is not heavily dependent on write 1/O througHyo requires a long execu-
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tion time. In Chapter 6, we explore the tradeoff betweengrerince and failure resilience

when using different update distribution policies in a requled file system.

4.4 Summary

Supporting consistent mutable replication in large-sdaé&ibuted file systems is tra-
ditionally considered too expensive to consider. This tlragemonstrates that, on the
contrary, it is possible to provide mutable replicationhwminor impact on common case
performance. The main contribution of this chapter is theetigopment of a mutable repli-
cation protocol that provides flexible consistency guaest easy failure recovery, and
superior read performance, the implementation of the pobdtby extending the standard
NFSv4, and the evaluation of a prototype that demonstréggsromise. By providing
these features, our study exhibits a practical, reliabfeient, and forward-looking way

for accessing and sharing data in wide-area collaborations
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CHAPTER 5

Decreasing the Cost of Replication through Hierarchical

Replication Control

As discussed in Chapter 4, although the fine-grained rdjitaontrol protocol breaks
new ground in performance and availability for read-domtregplications, further perfor-
mance evaluation shows considerable overhead for largghsymous writes, bursty meta-
data updates, and widely separated replication serveta,ataess patterns common in
Grid computing. The observed performance penalty is malaly to the cost of guaran-
teeing durability and the cost of synchronization. Speallfyc the durability requirement
delays the response to a client update request until a riyagdithe replication servers have
acknowledged the update. This provides a simple recoveghamsm for server failure
but synchronous writes suffer when replication serverdaraway. The synchronization
requirement, which amounts to an election for consensusegag, also delays applica-
tions — especially when they emit a burst of metadata updatadile waiting for distant
replication servers to vote.

We assume (and observe) that failures are rare in practioghdfmore, the computa-
tion results by scientific applications can often be repoediby simply re-executing pro-
grams or restarting from a recent checkpoint. This sugdlkeatsve may relax the durabil-
ity requirement to improve performance for synchronousatigsl Instead of automatically
guaranteeing durability to a client, we may elect to repomis failures to the application
immediately, e.g., by making the file under modification ressible. The application can
then decide whether to wait for server recovery or to regare¢he computation results. To

reduce the cost of synchronization, we proposéeaarchical replication control protocol
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that allows a primary server to assert control at graniggricoarser than a single file or
directory, allowing control over an entire subtree rooted directory. This amortizes the
cost of synchronization over multiple update requests.

In this chapter, we describe these extensions in detailattiqular, the majority of the
chapter is devoted to the design, implementation, and atraluof hierarchical replication
control protocol. More evaluation of the tradeoff betweanrfprmance and failure re-
silience follows in the next chapter. Unless specificallyenio the discussion in this chapter
assumes close-to-open semantics as the consistency rhatlte approaches described
here apply to the other consistency models as well.

The remainder of the chapter is organized as follows. Sedi@ describes modifi-
cations to the orignal update distribution strategy thatrione the performance of syn-
chronous writes at the cost of sacrificing the accessibilftyritten data in the case of
failure. Section 5.2 presents a hierarchical replicationtl| protocol that allows a pri-
mary server to assert control at various granularities tortime the performance cost of
primary server election over more update requests. Sebtibavaluates the performance

of the refined protocol. In Sections 5.4 and 5.5, we discuasa@work and summarize.

5.1 Asynchronous Update Distribution

As specified in the previous chapter, a primary server, wisatesponsible for dis-
tributing updates to other replication servers during fildicectory modification, must not
process a client update request until it receives updateoadkdgments from a majority of
the replication servers. Then as long as a majority of thkcagpon servers are available,
a fresh copy can always be recovered from them. Having alleaservers synchronize
with the most current copy, in this way, we guarantee thas fiifter recovery reflect all
acknowledged client updates, so that a client needs taiemdy its last pending request,
which is the ordinary behavior of an NFS client.

The replication control protocol transparently recoveost a minority of server fail-
ures and balances performance and availability well foriegigons that mostly read.
However, performance suffers for scientific applicatidres tonsist of many synchronous
writes or directory updates when replication servers araay from each other. Meeting
the performance needs of Grid applications requires ardiftaradeoff.
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Failures do occur in distributed computations, but are irapgactice. Furthermore, the
results of many scientific applications can be reproducesitoply re-executing programs
or re-starting from the last checkpoint. This suggests a twaselax the costly update
distribution requirement so that the system provides higheughput for synchronous
updates at the cost of risking the accessibility of data tguleg change in the face of
failure.

Adopting this strategy, we allow a primary server to responohediately to a client
write request before distributing the written data to otfeglication servers. Thus, with a
single writer, even when replication servers are widelyritisted, the client experiences
longer delay only for the first write (whose processing timeludes the cost of primary
server election), while subsequent writes have the sarpemss time as accessing a local
server (assuming that the client and the chosen server dhe isame LAN). Of course,
should concurrent writes occur, performance takes a ba@kteeconsistency, so some
overhead is imposed on the application whose reads andgwariggorwarded to the primary
server.

A primary server may fail during file or directory modificatiowith the relaxed update
distribution requirement, other active servers cannadvecthe most recent copy among
themselves. The “principle of least surprise” argues thgoirtance of guaranteed durability
of data written by a client and acknowledged by the servewasaonake the object being
modified inaccessible until the failed primary server resvor an outside administrator
reconfigures the system. However, clients can continue desacdata that is outside the
control of the failed server, and applications can choosethédr to wait for the failed server
to recover or to re-produce the computation results.

Since our system does not allow a file or a directory to be mextigimultaneously on
more than one server even in the case of failure, the onlg w&ta copy for a given file
or directory is the most recent copy found among the replinatervers. This feature sim-
plifies failure recovery in our system: when an active sedetects the return of a failed
server, either upon receiving an election or update redrmstthe returning server or un-
der the control of an external administration service, tifies the returning server to initi-
ate a synchronization procedure. During synchronizatigiie operations are suspended,

and the returning server exchanges the most recent datasoefih all active replication
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servers.! After recovery, all the objects that were controlled by teeirmning server, i.e.,
those for which it was the primary server at the moment iefhiare released and the server

is added to the active view.

5.2 Hierarchical Replication Control

Even with an efficient consensus protocol, a server can lageleaiting for acknowl-
edgments from slow or distant replication servers. Thisazhrersely affect performance,
e.g., when an application issues a burst of metadata uptaatadely distributed objects.
Conventional wisdom holds that such workloads are commdarid computing, and we
have observed them ourselves when installing, buildind, @wrgrading Grid application
suites. To address this problem, we introduce a hierarchregdication control protocol
that amortizes the cost of primary server election over megeests by allowing a primary
server to assert control over an entire subtree rooted a¢etdry. In this section, we detalil
the design of this tailored protocol.

The remainder of this section proceeds as follows. Secti®A ntroduces two control
types that a primary server can hold on an object. One isduhii a single file or directory,
while the other governs an entire subtree rooted at a dimect®ection 5.2.2 discusses
revisions to the primary server election needed for hiéiaad replication control. Section
5.2.3 then investigates mechanisms to balance the penfi@erand concurrency trade-off

related to the two control types.

5.2.1 Shallow vs. Deep Control

We introduce nomenclature for two types of control: shalkowd deep. A server exer-
cisingshallow controlon an object (file or directory) is the primary server fdc. A server
exercisingdeep controbn a directonyD is the primary server foD and all of the files and
directories inD, and additionally exercises deep control on all the dimeéesanD. In other
words, deep control oB makes the server primary for everything in the subtree thate

1This process can be done easily by alternately executingiehsgnization program, such async,
between the returning server and each active replicatiomesewvith the option to skip any file or directory
whose modification time is newer than the source node.

65



Upon receiving a client update request for object L

if L is controlled by self then serve the request
{ if L is controlled by another server then forward the request
i else //L is uncontrolled
| if L is a file then request shallow control on L
if L is a directory then
if a descendant of L is controlled by another server then
request shallow control on L
else
request deep control on L

Upon receiving a shallow control request for object L from peer server P
| grant the request iff L is not controlled by a server other than P

Upon receiving a deep control request for directory D from peer server P

grant the request iff D is not controlled by a server other than P
i and no descendant of D is controlled by a server other than P

Figure 5.1: Using and granting deep and shallow controls.

D. In the following discussion, when a replication serkas elected as the primary server
with shallow control for an objedt, we say thaP has shallow controbn L. Similarly,
when a replication servd®? is elected as the primary server with deep control on a direc-
tory D, we say thaP has deep contrabn D. Relinquishing the role of primary server for
an objectL. amounts to revoking shallow or deep controllonWe say that a replication
serverP controlsan objectL if P has (shallow or deep) control anor P has deep control
on an ancestor df.

We introduce deep control to improve performance for a simgiter without sacrific-
ing correctness for concurrent updates. Electing a prirearyer with the granularity of a
single file or directory allows high concurrency and finehgea load balancing, but coarser
granularity is suitable for applications whose updatestathigh temporal locality and are
spread across a directory or a file system. A primary servepoacess any client update
in a deeply controlled directory immediately, so it impreyeerformance for applications
that issue a burst of metadata updates.

Introducing deep control complicates consensus duringpgm server election. To
guarantee that an object is under the control of a singlegsirserver, we enforce the rules
shown in Figure 5.1. We consider single writer cases to beeroommon than concurrent
writes, so a replication server aggressively attempts qoiae deep control. On the other
hand, we must prevent an object from being controlled by iplelservers. Therefore, a

replication server needs to ensure that an object in a (shali deep) control request is

66



The data structure of entries in the ancestry table

i Ancestry Entry an ancestry entry has the following attributes

tid unique identifier of the directory

! array of counters set of counters recording which servers controls
i the directory’s descendants

/root Ancestry Table

A counter array
a b
A \ S0 S1 S2
root 2 1
C f2 d2 controlled by S2
A controlled by S1 2
il an7 b 0
2

controlled by SO controlled by SO c

)

olo|~|=

0
1
0

Consider three replication servers: S0, S1, and S2. Clyr&ft is the primary server of file f1 and
directory d1, S1 is the primary server of file f2, and S2 is thmpry server of directory d2. The
right table shows the content of the ancestry table maietkomn each replication server.

Figure 5.2: Structure and maintenance of the ancestry.table

not already controlled by another server. Furthermorepgtguarantee that a directory in
a deep control request has no descendant under the conénobtifer server.

To validate the first condition, a replication server scaashedirectory along the path
from the referred object to the mount point. If an ancestdhefobject has a primary server
other than the one who issues the request, the validatilsn €@ihecking the second condi-
tion is more complex. Scanning the directory tree duringctieck is too expensive, so we
do some bookkeeping when electing a primary server: eadltagpn server maintains
an ancestry tabldor files and directories whose controls are granted to sapkcation
servers. An entry in the ancestry table corresponds to atdimethat has one or more
descendants whose primary servers are not empty. Figushdvizs entries in the ancestry
table and an example that illustrates how the ancestry tsiph@intained.

An ancestry entry contains an array of counters, each oftwdocresponds to a replica-
tion server. E.g., if there are three replication serveth@system, an entry in the ancestry
table contains three corresponding counters. Whenevexep (dr shallow) control for an
objectL is granted or revoked, each server updates its ancestmy bgbscanning each
directory along the path frorh to the mount point, adjusting counters for the server that
owns the control. A replication server also updates its stngg¢able appropriately if a
controlled object is moved, linked, or unlinked during diey modifications.
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control b >
> S1
control ¢

Consider three replication servers: SO, S1, and S2. Sinedissly, SO requests (deep or shallow)
control of directory b, S1 requests control of directory g &2 requests deep control of directory
a. According to the rules listed in Figure 3, SO and S1 sucoetukir primary server elections, but
S2'’s election fails due to conflicts. S2 then retries by agkar shallow control of a.

Figure 5.3: Potential conflicts in primary server electianged by deep control.

A replication server needs only one lookup in its ancestjetéo tell whether a direc-
tory subtree holds an object under the control of a diffesenter: It first finds the mapping
entry of the directory from its ancestry table, and then drasthat entry’s counter array.
If the counter on any replication server other than the oaeisues the deep control re-
quest has a non-zero value, the replication server knovistime other server currently

controls a descendant of the directory, so it rejects thp destrol request.

5.2.2 Primary Server Election with Deep Control

With the introduction of deep control, two primary servezaion requests on two dif-
ferent objects can conflict if one of them wants deep contna directory, as the example
in Figure 5.3 illustrates. To guarantee progress durindlictsy we extend the consensus
algorithm for primary server election as follows.

When a replication server receives a shallow control reoean object. from a peer
serverP but cannot grant the control according to the rules listeBigure 5.1, it replies
to P with the identifier of the primary server that currently aatg L. On the other hand,
if a replication server judges that it cannot grant a deepirobrequest according to deep
control rules, it simply refuses. A server downgrades a @eegrol request to shallow if it
fails to accumulate acknowledgments from a majority of #q@ication servers. Then with

shallow controls only, primary server election revertdi®e original consensus algorithm.

5.2.3 Performance and Concurrency Tradeoff

The introduction of deep control introduces a tradeoff leetwperformance and con-

currency. A primary server can process any client updatedeegp-controlled directory,
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which substantially improves performance when an apptinassues a burst of updates.
This argues for holding deep control as long as possibleh®nother hand, holding a deep
control can introduce conflicts due to false sharing. Inshissection, we strive for balance
in the trade-off between performance and concurrency wheslaying shallow and deep
controls.

First, we postulate that the longer a server controls ancthbilee more likely it will
receive conflicting updates, so we start a timer on a servenwhobtains a deep con-
trol. The primary server resets its timer if it receives asgguent client update under the
deep-controlled directory before the timeout. When theetiexpires, the primary server
relinquishes its role.

Second, recall that in a system with multiple writers, wead@ase concurrency by is-
suing a revoke request from one server to another if the fosmever receives an update
request under a directory deep-controlled by the lattecality of reference suggests that
more revoke requests will follow shortly, so the primarywsershortens the timer for relin-
quishing its role for that directory.

Third, when a primary server receives a client write reqéie@st file under a deep-
controlled directory, it distributes a new shallow contreduest for that file to other repli-
cation servers. The primary server can process the writeestgmmediately without wait-
ing for replies from other replication servers as it is afiethe primary server of the file’'s
ancestor. However, with a separate shallow control on teedilbsequent writes on that
file do not reset the timer of the deep controlled directofyug, a burst of file writes has
minimal impact on the duration that a primary server holdgepdcontrol. Furthermore,
to guarantee close-to-open semantics, a replication isaped only check whether the
accessed file is associated with a shallow control beforegsging a client read request,
instead of scanning each directory along the path from tleeresl file to the mount point.

Fourth, a replication server can further improve its perfance by issuing a deep con-
trol request for a directory that contains many frequengigtated descendants if it observes
no concurrent writes. This heuristic is easy to implemenihwie information recorded in
the ancestry table: a replication server can issue suchuasefpr directonp if it observes
that in the ancestry entry @, the counter corresponding to itself is beyond some thildsho
and the counters of all other replication servers are zero.
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The introduction of deep control provides significant perfance benefits, but can
adversely affect data availability in the face of failurea primary server with deep control
on a directory fails, updates in that directory subtree oaproceed until the failed primary
server is recovered. Recapitulating the discussion oé falgring above, this argues in
favor of a small value for the timer. In the next section, wewlthat timeouts as short as
one second are long enough to reap the performance benefieepfcontrol. Combined
with our assumption that failure is infrequent, we antitgothat the performance gains of
deep control far outweigh the potential cost of server’Brigiwhile holding deep control

on directories.

5.3 Evaluation

In this section, we evaluate the performance of the hiereatheplication control pro-
tocol with a series of experiments over simulated wide amtavorks. We start with a
coarse evaluation in Section 5.3.1 using the SSH-Build lieack, and find that hierar-
chical replication control is very successful in reducimgiinead, even when the time that
deep control is held is short. In Section 5.3.2, we explostesy performance with the NAS
Grid Benchmarks in simulated wide area networks and finddbateplicated file system
holds a substantial performance advantage over a singlersgrstem. At the same time,
it provides comparable and often better performance thatFEGP [12], the conventional
approach for moving large data sets in the Grid.

We conducted the experiments presented in this sectionanptiototype implemented
in the Linux 2.6.16 kernel. Servers and clients run on dudGRz Intel Pentium4 pro-
cessors with 1 MB L2 cache, 1 GB memory, and onboard Intel 83&545igabit Ethernet
card. The NFS configuration parameters for reading (rsizd)veriting (wsize) are set to
32 KB, the recommended value for WAN access. We use Netent¢=Hinulate network
latencies. Our experiments focus on evaluating the pedooa impact of WAN delays.
Hence, we do not simulate packet loss or bandwidth limitsimeeasurements, and enable
theasync option (asynchronously write data to disk) on the NFS servétthough not
comprehensive, we expect that our settings closely reseatypical Grid environment —

high performance computing clusters connected by longifetsp
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All measurements presented are mean values from five tfi@igaln experiment; mea-
sured variations in each experiment are negligible. Eaglemr@xent is measured with a
warm client cache, but the temperature of the client cackdittie effect on the presented
results.

5.3.1 SSH Build Evaluation

In this section, we evaluate the performance of hierarthmegaication control using
the SSH-Build benchmark. The SSH-Build benchmark [123krimthree phases. The
unpackphase decompresses a tar archive of SSH v3.2.9.1. This ghesdatively short
and is characterized by metadata operations on files ofn@gizes. Theonfigurephase
builds and runs various small programs that check the canatigun of the system and
automatically generates header files and Makefiles. biile phase compiles the source
tree and links the generated object files into the execiugablee last phase is the most CPU
intensive, but it also generates a large number of tempditasyand a few executables in
the compiling tree.

Before diving into the evaluation of hierarchical replicat, we look at the performance
when accessing a single distant NFSv4 server. Figure S5wsstite measured times when
we run the SSH-Build benchmark with an increasingly distéaserver. In the graph, the
RTT marked on theX-axis shows the round-trip time between the client and theote
server, starting with 20(sec, the network latency of our test bed LAN.

Figure 5.4 shows (in log-scale) that the SSH build that ceteslin a few minutes on
a local NFSv4 server takes hours when the RTT between thersamd the client grows
to tens of milliseconds. The results further confirm our fipdssented in Chapter 4 —
it is impractical to execute update-intensive applicagiasing a stock remote NFS server.
Network RTT is the dominant factor in NFS WAN performancejebhsuggests the desir-
ability of a replicated file system that provides client &sct a nearby server.

Next, we compare the time to build SSH using fine-grainedicapbn control and
hierarchical replication control with a local replicatisarver and an increasingly distant
replication server. The results, shown (in linear scaldjigure 5.5, demonstrate the per-
formance advantage of file system replication. Even with-§reened replication control,

adding a nearby replication server significantly shortbegime to build SSH, as expensive
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Figure 5.4: SSH build on a single NFSv4 server.
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Figure 5.5: Fine-grained replication control vs. hieracahreplication control.
The first column shows the time to build SSH using fine-grairegalication control. The second
column shows the time when using hierarchical replicationtol. For runs with hierarchical
replication control, the primary server relinquishes deeptrol if it receives no client updates for
one second.

reads from a remote server are now serviced nearby. Moreseesee dramatic improve-
ment with the introduction of hierarchical replication tarh— the penalty for replication
is now negligible, even when replication servers are dtstan

In Section 5.2, we discussed the use of a timer for each dexpetled directory to
balance performance and concurrency but did not speciftirtteout value. To determine
a good value for the timer, we measured the time to build SSHirfteout values of 0.1
second, 0.5 second, and 1 second, as the RTT between thedpliehtion server and the
remote replication server increases. Figure 5.6 preskeatesults.

As the data shows, when we set the timeout value to one setten8SH build with a
distant replication server runs almost as fast as one angessingle local server. Further-
more, almost all of the performance differences among treetimeout values come from
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Figure 5.6: Deep control timeout values.
The diagram shows the time to build SSH using hierarchigaliag&tion control when the timeout
for releasing a deep control is set to 0.1 second, 0.5 seamadd]l second.

the CPU intensivéuild phase. For thenpackandconfigurephases, which emit updates
more compactly, even a tiny timeout value yields perforneavery close to that for sin-

gle local server access. Of course, in practice the “optitirakout value depends on the
workload characteristics of the running applications. ldegr, the SSH build experiment
suggests that a small timer value — a few seconds at most —drespinost of the bursty

updates.

5.3.2 Evaluation with Grid Benchmarks

The NAS Grid Benchmarks (NGB), released by NASA, provide\adueation tool for
Grid computing [48]. The benchmark suite evolves from theS\PRarallel Benchmarks
(NPB), a toolkit designed and widely used for benchmarkinghigh-performance com-
puting [14]. An instance of NGB comprises a collection ofjslly modified NPB prob-
lems, each of which is specified by class (mesh size, numbiéerations), source(s) of
input data, and consumer(s) of solution values. The cui&B consists of four prob-
lems: Embarrassingly Distributed (ED), Helical Chain (H@ysualization Pipe (VP), and
Mixed Bag (MB).

ED, HC, VP, and MB highlight different aspects of a compwtaél Grid. ED repre-
sents the important class of Grid applications called patanstudies, which constitute
multiple independent runs of the same program, but witheckffit input parameters. It
requires virtually no communication, and all the tasks exigcute independently. HC rep-

resents long chain of repeating processes; tasks in HC &xsequentially. VP simulates
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Figure 5.7: Data flow graphs of the NAS Grid Benchmarks.

HC VP MB
Class| BT—SP | SP~LU | LU-BT | BT-MG | MG—FT | BT—BT | FT—-FT | BT—-LU | LU-MG | MG—FT
S 169K 169K 169K 34K 641k 169K 5.1M N/A 34K 641K
W 1.4M 4.5M 3.5M 271K 41IM 1.4M 11M N/A 702K 41IM
A 26M 26M 26M 5.1M 321M 26M 161M N/A 5.1M 321M
B 102M 102M 102M 21M 321M 102M 641M 102M 21M 321M

Table 5.1: Amount of data exchanged between NGB tasks.

logically pipelined processes, like those encounteredwigializing flow solutions as the
simulation progresses. The three tasks included in VPIfth# role of flow solver, post
processor, and visualization, respectively. MB is simita¥P, but introduces asymmetry.
Different amounts of data are transferred between diftei@sks, and some tasks require
more work than others.

Figure 5.7 illustrates the Data Flow Graph for each of thessecbmarks. The nodes
in the graph, indicated by the rectangular boxes, represanputational tasks. Dashed
arrows indicate control flow between the tasks. Solid ariodgate data as well as control
flow. Launch and Report do little work; the former initiateseeution of tasks while the
latter collects and verifies computation results.

The NGB instances are run for different problem sizes (d=hGtassed For the eval-
uation results presented in this dissertation, we use ftassgs: S, W, A, and B. Table 5.1
summarizes the amount of data communicated among tasksefee Classes.

A fundamental goal of Grid computing is to harness globaisfributed resources for
solving large-scale computation problems. To explore thetgality and benefit of using

NFS replication to facilitate Grid computing, we compare pierformance of running NGB

2Figure 5.7 illustrates the Data Flow Graphs for Class S, W,arFor Class B, ED includes 18 parallel
SP tasks; HC includes 6 layers of BT, SP, and LU; VP includes/érk of BT, MG, and LU; MB includes 4
layers: BT, LU, MG, and FT, and each layer includes 4 tasks [48
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Figure 5.8: NGB evaluation experiment setup.

under three configurations, referred as NFS, NFSv4.r, amdFEP. Figure 5.8 illustrates
the experiment setup.

In the experiments, we use three computing nodes to emulate tcomputing clusters,
with the RTT between each pair varying from 2(d€ec to 120 msec. In the NFS con-
figuration, the three computing nodes all connect to a siNGgi8 server. In the NFSv4.r
configuration, we replace the single NFS server with thrediaated NFS servers, with
each computing node connected to a nearby server. In thd&=Tric¢tonfiguration, we
use GridFTP to transfer data among computing nodes. Thd=GRAdsoftware we use is
gl obus- ur | - copy from Globus-4.0.2 toolkit. In our experiments, we startheigaral-
lel data connections in each GridFTP transfer, which we firmipes the best measured
performance for GridFTP. The NFSv4.r prototype also suigpearallel data connections
between replicated NFS servers, but in the experimentepies here, the performance
improvement using multiple data connections is small, soepert results measured with
a single server-to-server data connection only.

For the GridFTP configuration, we run the NGB tasks using tbenkshell Globus
implementation from the NGB3.1 package. In this implemgota a Korn shell script
launches the NGB tasks in round robin on the specified comgutbdes. Tasks are started
through thegl obusr un command with the batch flag set. After a task completes, out-
put data is transferred to the computing node(s), whereaslestrequire the data as in-
put. A semaphore file is used to signal task completion. Taskstheir local file sys-
tems for the existence of the semaphore files to monitor teisof the required input
files. After all tasks start, the launch script periodicallyeries their completion using

gl obus-j ob- st at us command.
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Figure 5.9: Turnaround times (seconds) of NGB on NFS, NASaAd GridFTP.
In each figureX-axis denotes the RTT (milliseconds) shown in Figure 5.8, ¥axis denotes the
measured turnaround times. For Class B, we omit the expetinod accessing a single remote NFS
server, which take extremely long times; the results ofgisisingle local NFS server are presented
on the left side of each figure for comparison.

For the NFS and NFSv4.r setups, we extended the original N&B 8hell scripts. The
modified programs usgsh to start NGB tasks in round robin on the specified computing
nodes. The tasks and the launch script poll for the statubeofeéquired input data and
tasks with semaphore files, as above.

Figure 5.9 shows the results of executing NGB on NFS, NFSaad GridFTP as the
RTT among the three computing nodes varies from g€€c to 120 msec. The data pre-
sented is the “measured turnaround” time, i.e., the timeéen starting a job and obtaining
the result. With GridFTP, turnaround time does not includpldyment and cleanup of ex-
ecutables on Grid machines. The time taken in these twostagges from 10 seconds to
40 seconds as the RTT increases from @&€c to 120 msec.

Evidently, in Grid computing, deployment and cleanup camestimes take significant
time with large size of executables and input data [56]. armhore, in some cases, it is
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class S w A B
Bench ED | HC | VP | MB ED | HC | VP | MB ED HC | VP | MB ED HC VP MB
Time(s) | 2 1 9 6 217 | 31 | 83 | 101 | 138 | 223 | 930 | 870 | 12775 | 1231 | 25567 | 18290

Table 5.2: Turnaround times of executing NGB on a single aging node with a local
ext3 file system.

hard for users to determine which files to stage [113]. WitlsNiRd NFSv4.r, on the other
hand, there is no extra deployment and cleanup time, becamputing nodes access
data directly from file servers. Even so, the times we reporhaot reflect this inherent
advantage.

The histograms in Figure 5.9 show that performance with glsiNFS server suffers
dramatically as the RTT between the server and the computidgs increases. Except
for the ED problem - whose tasks run independently - on ladgéa sets (W and A), the
experiments take a very long time to execute when the RTTeas®s to 120 msec. In
fact, the times are even longer than the times measured wimgring the problems on a
single computing node without parallel computing. (Tabl2 ghows the NGB execution
times on a single computing node with a local ext3 file systeearly, in most cases it
is impractical to run applications on widely distributedealts connected to a single NFS
server, even for CPU intensive applications.

On the other hand, with NFSv4.r and GridFTP on large clagssizin times are min-
imally affected by increasing RTT. When the class size isls(@ay., the results of Class
S), NFSv4.r outperforms GridFTP, because the latter requiktra time to deploy dynam-
ically created scripts and has extra Globus-layer overhEadlarger class sizes, the per-
formances of NFSv4.r and GridFTP are generally comparalie. only exception is the
experiment with Class B of VP. There, the running time on &fi& is about 50% longer
than the time measured when running the benchmark on NESv4.r

A closer analysis shows that the observed performanceeiifte is caused by memory
contention introduced by Globus. Globus starts a job manfageach scheduled task on
a computing node. The performance overhead added by Globum@nagers is usually
small. However, an FT task of Class B demands a large amouneofory. As a result,
the Globus job managers suffer memory contention on the atngpnode where FT tasks
execute, which leads to a noticeable slowdown. The expetimigh Class B of MB also

experiences memory contention. Class B of MB consistsf thsks (see Footnote 2). As
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we assign tasks in round robin, two FT tasks are schedulashtom the same computing
node. Due to memory contention, the execution times foretivas tasks are significantly
longer than executing them individually and we observe #iatively high variances in

the measured results of this experiment. However, all thpeements with Class B of
MB experience this slowdown, so the performance differaacenall. We anticipate that
the memory contention problem described here can be aveittca well-designed job

scheduler. Since the focus of our study is on data accesddrc@mputing, more detailed
discussions are beyond the scope of this discussion.

As presented in Section 5.2, an NFSv4.r server asynchrondistributes updates to
other replication servers for any file or directory modifiedio When a task finishes writ-
ing an output file and closes it, it takes a short delay for thiden data to be completely
transferred to a remote replication server. Since a taskllyscreates a semaphore file
immediately after closing its output file, the written datayrbe still in transmission at
the time that another task on a remote site starts readinfjiéheAs the replication pro-
tocol specifies, these read requests are forwarded to thepriserver on which the file
is written. When the file copies on all of the replication ssvare synchronized, the pri-
mary server releases its control for the written file and thiessequent reads for the file are
served on a nearby replication server. In contrast, witldlSFP, a file needs to be explic-
itly transferred to a computing node where the file is requis the input of a task. A
task cannot start running until the transmission of its trfpe(s) completes. As the NGB
tasks are heavily computation intensive, the advantagaohg the first-byte latency is
relatively small. However, when the size of data that needttransferred becomes large,
paralleling computation and data distribution can providee performance benefits.

In summary, the NGB experiments demonstrate that wellrezggied replication control
provides superior file system semantics and easy prograitityab WAN-based Grid

applications without sacrificing performance.

5.4 Related Work

The use of multiple granularities of control to balance perfance and concurrency has
been studied in other distributed file systems and datalyssenss. Many modern trans-

actional systems use hierarchical locking [51] to improgeaurrency and performance
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of simultaneous transactions. In distributed file systémangipani [114] uses distributed
locking to control concurrent accesses among multipleeshdisk servers. For efficiency,
it partitions locks into distinct lock groups and assignnth& servers by group, not indi-
vidually. Lin et al. studied the selection of lease grantifarhen distributed file systems
use leases to provide strong cache consistency [122]. Tot@etease overhead across
multiple objects in a volume, they propose volume leasesdbiabine short-term leases
on a group of files (volumes) with long-term leases on indiaidfiles. Farsite [10] uses
content leases to govern which client machines currenthg kantrol of a file's content. A

content lease may cover a single file or an entire directofifes.

5.5 Summary

To improve the performance of applications that consist ahynsynchronous writes
or metadata updates, we refined the update distributiotegyraresented in Chapter 4 by
relaxing the failure resilience of data under modificatiod developed a hierarchical repli-
cation control protocol that dynamically elects a primagyver at various granularities.
This chapter describes these extensions in detail andatealtheir effects on application
performance. Our experimental results indicate that withintroduction of the hierar-
chical replication control, the overhead of replicatiomégyligible even when applications
mostly write and replication servers are widely distrilsut&urthermore, evaluation with
the NAS Grid Benchmarks demonstrates that our system pewidmparable — and often
better — performance than GridFTP, the de facto standar@fiordata sharing.
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CHAPTER 6

Tradeoff between Performance and Failure Resilience

In the previous chapters, we describe a mutable replicaedystem that provides
Grid applications efficient data access with conventiomaldystem semantics. With mu-
table replication, a fundamental challenge is to maintainsestent replicas without in-
troducing high performance overhead. Preserving comsigtis essential to guaranteeing
correct behavior during concurrent writes. It is also needeguarantee durability of data
modifications in the face of failure.

To reduce the cost of concurrency control, we introduce ealgical replication con-
trol protocol that exploits locality of reference in apptimn updates to amortize the cost
of synchronization over multiple update requests. Perémte evaluation shows that with
hierarchical replication, the overhead of concurrencytrns reduced to a negligible
amount, even for update-intensive applications.

To address the cost of durability guarantees, we relax therestve update distribution
requirement to improve performance of synchronous writesraetadata updates. Specif-
ically, we allow a primary server to respond immediately tiant update request before
distributing the update to other replication servers. ¢ phimary server fails, we make the
object being modified inaccessible to guarantee the diyabfldata written by the client
and acknowledged by the primary server. Applications candegfor themselves whether
to wait for the failed server to recover or to reproduce theagotation results. With this
strategy, we trade the failure resilience of our systemHteriinproved write performance.

The replicated file system discussed so far offers good pa#ice in failure-free cases.
However, there is a tradeoff between performance and caosproduce lost computation

results during failures. In a hypothetical failure-freerldpthe benefits of maintaining syn-
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chronous replication servers may be entirely lost for wnitestly applications. However,
back in the real world, failurés an option, especially in an experimental computing plat-
form such as the current Grid. Furthermore, most Grid appbas have lengthy execution
time. They have much to lose if the failure of a file server asst the only copy of output.
Recall the evaluation of the ATLAS applications in Chapterldshows that the cost of
maintaining synchronous data copies on remote replicagovers is negligible if applica-
tions write at a moderate rate. This suggests that it is priop®/nchronously replicate the
output of an application if its performance depends litttetloe write 1/0 throughput but
requires long execution time.

For long-running applications, maintaining up-to-dafgication servers acts as a kind
of insurance for compute time already spent. Furthermotdtiple synchronous replica-
tion servers provide extra insurance by protecting the agatipn from multiple failures.
However, the amount of protection provided by multiple sesvdepends not just on their
number, but also on their location. In fact, we find that faglis (inversely) correlated
with the distance between servers. For the same reasonytabrsadministrators insist
on storing backups off-site, it is unwise to place all of tgachronous replication servers
on a single local area network. This indicates a vexing tansdsn one hand, placing mul-
tiple synchronous replication servers close to the contjmmaite minimizes update and
synchronization costs; on the other hand, placing thenrdan bne another increases their
resiliency to correlated failure.

In this chapter, we explore the tradeoff between perforraamal failure resilience when
using different update distribution policies. The remaindf the chapter proceeds as fol-
lows. Section 6.1 discusses the tradeoff between perfarenand failure resilience in the
presented replicated file system. Section 6.2 developduadanodel for distributed re-
sources using PlanetLab trace data. Section 6.3 introdubskov model to evaluate the
performance of a Grid application over a replicated file esysin the presence of failures.
In Section 6.4, we combine the failure and performance nsagbredict the performance
of applications with different running time and write chetexistics. Section 6.5 reviews

related work and Section 6.6 summarizes.
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6.1 Performance and Reliability Tradeoffs

When evaluating the tradeoff between performance andéaiksilience, we focus on
a specific class of Grid applications: those whose outputbeareproduced by restarting
or rolling back to a saved checkpoint, a strategy charatienf long-running applications
executing on clusters. In our replicated file system, update distributed to multiple
file servers. If one or more file servers fail, the system cdly fecover as long as one
replication server holding fresh data is accessible. Agapilons connected to a failed file
server can continue their executions straightaway by tihgetheir requests to the available
serves. However, if no surviving server holds a fresh copyadd, the system cannot hide
the failure from applications. In that case, the applicaioeed to roll back to a saved
checkpoint or restart their executions after switching veoaking server.

Accordingly, the durability guarantee that our system es determines the expected
cost to recover from a failure that might occur during thece®n of the program. In-
troducing synchronous replication servers into the fileespsimproves durability and re-
duces the risk of losing the results of long-running appiaes if failure happens. On the
other hand, the strength of the durability guarantee isroeted by (1) the number of
synchronous data copies maintained on different reptinagervers, and (2) the incidence
of correlated failure among these servers. Guaranteegiydata durability requires the
system to maintain up-to-date data copies on a number atasplnlikely to fail at the
same time. When applications emit updates at a high rate rélguirement can lead to
a concomitantly high performance expense. In some casemkiés more sense to trade
durability for performance and let applications regeresthgir execution results when the
system cannot mask a failure.

Reducing the cost of updating replication servers suggestsnber of design options,
each providing a different tradeoff between performanakfaiture resilience.

As one option, we can allow a primary server to respond to entlupdate request
when it has received update acknowledgments from a majofitlye replication servers,
the strategy we described in Chapter 4. With this requirénasnong as a majority of the
replication servers are available, a fresh copy of the medlffle or directory can always be
recovered. However, for scientific applications that ceinsf many synchronous updates,

performance suffers when a majority of replication seraeesdistant.
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On the other hand, we can allow a primary server to responceishiately to a client up-
date request and distribute the modified data to the othkcaéipn servers asynchronously,
as discussed in Chapter 5. This has the obvious advantatimofating the update latency
penalty. However, updates are at risk of loss if the primaryer fails.

Between these two options, we can require that a primaryeseistribute updates to
a specified number of replication servers before acknovibgdg client update request.
This still puts durability at risk, but reduces the risk: @&t lost only if all of the updated
servers fail simultaneously. Furthermore, while this apgh reduces the cost of updating
replication servers, it does not eliminate that cost.

We observe that the cost of updating a remote replicatiores& accounted for by its
distance: updating nearby servers introduces low latertelewpdating far away servers
leads to long latency. However, we hypothesize that theeclygo servers are from each
other, the more likely it is that they might fail at the sanmadi This introduces another
tradeoff in designing a replication strategy.

Summarizing, maintaining synchronous replication sexzan insulate a computation
from failure, but increases the running time. For failureesabelow some threshold, it is
better not to distribute updates synchronously. When symaus replication is advanta-
geous, increasing the number of up-to-date replicatiomeserimproves the durability of
application updates. Meanwhile, failure is correlatedilie distance among these servers,
so we should maintain synchronous data copies on distardrseas well as nearby ones.
However, the cost of replication increases with the distandhe servers.

To determine the best replication strategy, we need to denshe failure conditions
of the running environment, as well as application chargttes. Generally, we want to
maintain more synchronous data copies when componentdailre frequent and when
applications are computation intensive. If failures ame i@ applications rely heavily on
synchronous writes or metadata updates, a delayed upgatbuation policy might provide
a better performance tradeoff. In the following sections,axplore these tradeoffs.

6.2 Modeling Failure

To evaluate a replication strategy, we need to know the &eqy probability distri-

bution, and correlation of failure. Our focus is on wideaadkstribution, so we use Plan-
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etLab [32] to exemplify a wide-area distributed computimyieonment. PlanetLab is an

open, globally distributed platform, consisting (at thigtiag) of 716 machines, hosted at
349 sites, spanning 25 countries. All PlanetLab machinesannected to the Internet,

which creates a unique environment for conducting experismat Internet scale. We find

the PlanetLab platform well-suited to study failure chéesastics of large-scale distributed

computing: PlanetLab nodes experience many of the coegkfatlures expected in widely

distributed computation platforms. Moreover, failurecea of PlanetLab are collected over
a long term and publicly available.

We use failure distribution data from the all-pairs pingadit12] collected from Jan-
uary 2004 to June 2005. The data set consists of ICMP eches#doeply packets (“pings”)
sent every 15 minutes between all pairs of PlanetLab no@2snédes in total. Each node
recorded and stored its results locally and periodicalindferred the results to a central
archive. We consider a node to be live in a 15-minute inteifvat least one ping sent
to it in that interval succeeded. If the archive received atadrom a node for a given
time period, that node was considered to have failed. Thesfdilures detected in our
study include nodes that crashed as well as network faitheggpartitioned nodes from the
others. This agrees with the failure conditions in Grid catmgy: from an application’s
point of view, a network failure makes the data generated partitioned node inaccessi-
ble to other computing elements and requires that the joartie recovered to advance the
computation.

An important measure in reliability study is time-to-faduTTF), i.e., continuous time
intervals when a node is live. Figure 6.1 shows the cumwddtiequency of PlanetLab
node TTF. The mean TTF is 122.8 hours. Previous studies Hawensthat TTF can be
modeled by a Weibull distribution [54,85,108] and our as@yagrees: the best-fit Weibull
distribution generated with MATLAB, shown in Figure 6.1 rags with the empirical data.
The scale and shape parameters of the best-fit Weibull lwisioh are 8.0556E+04 and
0.3549, respectively.

We next investigate correlated failures among PlanetLalesoln related work, Chun
et al. use conditional probabilitiesX®{s down| Y is down) to characterize the correlated
failures between nodes andY [33]. Since we assume that a failed node can be replaced
with an active one when failure happens, we are more inetest the frequency that

two nodes fail at the same time instead of the amount of time tthio nodes are down
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Figure 6.1: Time-to-failure CDF of PlanetLab nodes. The m&aF is 4.42204E+05
seconds. The best-fit Weibull distribution parameterslese®.0556E+04, shape = 0.3549.

simultaneously. We therefore quantify the failure cottieles for nodes< andY with the
conditional probabilities P( fails at timet | Y fails at timet). Similarly, we measure the
failure correlations for nodes;, Xo, ..., X, by computing the conditional probabilitiesX3(

..., Xy all fail at timet | X; fails at timet). We note that in the formulass, Xo, ..., X, are all
supposed to be alive before tiheThus, given a group of nodes, our calculation uses only
the failure times that satisfy this condition.

We first look at the failure correlations for nodes in the saitee Our analysis proceeds
as follows. We first pick a node from each PlanetLab site ard #elect a different node
from the same site to calculate the failure correlationsthinfailure data we analyzed,
264 sites have more than two nodes (but only 259 of them contare than two nodes
that simultaneously live), 65 sites have more than threesa2il sites have more than four
nodes, and only 11 sites have more than five PlanetLab nodes.

Table 6.1 presents the average failure correlations cagdpuith different number of
nodes and PlanetLab sites. In the table, the first columcatels the number of nodes we
select from a PlanetLab site to compute the failure coimrat The first row enumerates
the number of PlanetLab sites that contain more than 2, idi>aodes, respectively. The
data marked in bold on roW is calculated with the failure data from all of the PlanetLab
sites that contain at lealstnodes. For comparison, we also compute the failure colvekat

with fewer sites, shown in the upper right part of the tablevatthe diagonal.
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Number of nodes 259 sites| 65 sites| 21 sites| 11 sites
2 0.526 0.593 | 0.552 | 0.561
3 0.546 | 0.440 | 0.538
4 0.378 | 0.488
5 0.488

Table 6.1: Failure Correlations for PlanetLab nodes froestame site.

In spite of the small numbers of sites available for commutime failure correlations
among multiple nodes, several inferences can be drawn fraioleT6.1. First, there is
a high probability that two nodes in the same site fail sism#tously - more than half
of the time, if one node fails, another node in the same sde tlils. Furthermore, as
we increase the number of nodes that we consider within a citeelated failures do
not fall dramatically. Table 6.1 suggests that it is commondll nodes at a site to fail
simultaneously. These failures might include administsapowering down all PlanetLab
nodes in a site, or network failures that partition an ergite from the rest of network.

Next, we explore the failure correlations among nodes ah&reen different sites. We
hypothesize that failure correlation decreases with a&ireg number of nodes and dis-
tance between nodes, so we focus on the impact that thesespreata have on failure
correlations.

To analyze the impact of distance on failure correlatiorespartition nodes into equiv-
alence classes for various RTT intervals, with the lengtleafh RTT interval set to 10
milliseconds. Specifically, for a given node a numbemn, and a rangerft, rtt + 10], we
find all groups ofn-1 nodes whose maximum RTT ¥is betweernrtt andrtt +10. We
then calculate the average failure correlations for alhese groups with differemtvalues.

Figure 6.2 shows the results. For a given paint,y > in the figure, thex value gives
the median RTT of the corresponding RTT interval and yhealue shows the average
failure correlations for that RTT interval.

We observe that correlated failure for nodes chosen froferdiit sites is half of that
shown in Table 6.1. Moreover, although increasing the nurob@odes reduces failure
correlations, we still see correlated failures of 5-10%erewhen we consider failure of
four or five nodes. These correlated failures are mostlyezhby the testbed-wide DDoS

attacks and system bugs.
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Figure 6.2: Failure correlations for PlanetLab nodes fraifieictnt sites.

Figure 6.2 bears out our hypothesis that failure correfaiémds to decline as the RTTs
between nodes increase. For example, when the RTT betweeRlametLab nodes is a
few msec., the failure correlation is around 0.2, but whenRRT is 200 msec., the failure
correlation drops to 0.13.

Overall, the analysis of PlanetLab failure data shows tloatetated failures are re-
duced as the number of nodes increases and as the distanweebetodes increases. This
suggests that we can improve durability by maintaining esmin remote replicas and by
increasing the number of replicas. However, both of thesgegfies come at a cost: the
former increases update latency while the latter imposeage and network overheads.
In the next section, we propose a model that uses failursstitatand application charac-
teristics to estimate the expected execution time of aniedn for various replication
policies. We then show how to use the model to minimize theeetqul execution time
of a Grid computation by selecting an optimal replicatiotigyogiven available storage

resources.

6.3 The Evaluation Model

In this section, we describe a model for estimating the egaeainning time of an ap-

plication that uses a replicated file system subject torfailuVe use the following nomen-
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Figure 6.3: Four-state Markov chain describing the exeoutf an application over a
replicated file system in the presence of failures.

clature, with some terms borrowed from previous studiesthgroresearchers on optimal
checkpoint intervals [86,116, 119].

Failure-free no-replication running time (F) is the running time of an application in
the absence of failure without replication. This is equahi®execution time with a single
local server that does not fail.

Replication overhead (C)is the performance penalty for maintaining synchronoua dat
copies on replication servers (which we call backup serirethe following discussion)
in a failure-free execution of the application. We can eatenC as follows. First, we
assume (and our experiments confirm) that the replicatienh@ad is strictly proportional
to the maximal distance between the primary server and tbkupaservers. Let RTT
represent the maximal round-trip time (in msec.) betweerptiimary server and backup
servers and le€ysecdenote the replication overhead to update a backup sertieravane
msec. round-trip time from the primary serv&@g,secdepends only on application write
characteristics and can be measured during a test run ofpipleation. We can then
estimate the replication overhe@d= RT T X Cysec

Recovery time (R)is the time for the system to detect the failure of a replaratierver
and replace it with another active server.

Expected execution time (E)s the expected application execution time in the presence
of failures. The model developed in this section is used loutate E.

Utilization ratio (U) , defined at) = F /E, describes the fraction of time that the system
spends doing useful work. The model developed in this seatiased to optimize U.

We model the execution of an application with a four-statekda chain, shown in

Figure 6.3. Application execution begins in an initsifirt state and makes an immediate
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transition to theun state, where it remains until a replication server failshar éxecution
completes. Upon replication server failure, the execuisosuspended by transferring to
therecoverstate. During recovery, a replacement server is soughtrenslytstem attempts
to recover the data under modification on the failed serf@rsynchronous data copy sur-
vives on any active replication server, the system can exdbhe data on the application’s
behalf. On the other hand, if the failed server holds the eald copy of the data (i.e.,
the server distributes updates to other replication ssrasynchronously) or if all of the
replication servers that maintain synchronous copiessfaililtaneously, then the system
cannot recover the data generated up to the point that theutexe halted. After failure
recovery, application 1/O is directed to the replacementese Then, depending on whether
the output data generated by the application is recovenedpplication either resumes its
computation (continues on then state) or restarts from the beginning (from the initial
startstate). When execution finishes, the application exitse@tidstate.

In the Markov model just described, the expected running tinan application in the
presence of failure can be expressed as the expectatioe tifrté to transit from the initial
start state to theendstate. This can be estimated using the specified time-tioréadlistri-
bution and the failure correlations of the replication seswthat maintain synchronous data
copies. In particular, the time-to-failure distributioatdrmines the waiting time in thren
state before moving to thecoverstate, while the failure correlation gives the probability
of moving from therecoverstate to thestart state. We assume that the replacement server
to which the client is migrated is in the same local area netvas the failed server, i.e., it
has an identical latency to the client. Future work is regphito examine this assumption
in more detail.

In our study, we calculate the expected execution time ofpgtication through simu-
lation. We wrote a simulator that takes as input the failusgéritbution data and the running
time parameters of an application with a specified replecagiolicy, i.e., F, C, and R. The
simulation proceeds as follows. The simulator begins viiéistartstate and moves directly
to therun state. In theun state, the simulator either waits for F+C and then transitito
theendstate, or jumps to theecoverstate if a failure happens within F+C. After spending
an amount of time R in theecoverstate, the simulator either moves back tortivestate or
restarts from thetart state, with the probability of the latter equal to the givaiture cor-

relation. We assume that the same replication policy is €mean application throughout
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a simulation. Implicitly, the replication overhead C doed ohange after an application

I/O is directed to a replacement server.

6.4 Simulation Results

In this section, we use discrete event simulation, baseti®@analyzed PlanetLab fail-
ure statistics from Section 6.2, to evaluate the efficieney, the utilization of different
replication policies with various application running #raharacteristics.

We use the replicated file system described in the last twptehsas the reference
model for our study. Since the system can automaticallyotletred recover from the failure
of a replication server, we suggest that a small amount & tonfailure recovery is reason-
able. In an experiment (not presented in this dissertgtisa)measured the recovery time
for a 100 MB file. The whole process takes about 2 minutes, limcludes the timeout
period for the replacement server to detect the failure haditne to synchronize the file
on all active replication servers. In our simulation expents, we fix the failure recovery
time R to 10 minutes. Further analysis (not detailed in tigsettation) shows that varying
R in the range from 1 minute to 1 hour does not have much effe¢he results for the
(much larger) expected application running times we aret imeerested in.

In our simulation, each measured expected execution tithe igverage execution time
from 100,000 consecutive runs of simulation. The Planetlath does not contain enough
failures for so many simulations, so we use MATLAB to genetahe-to-failure data from
the Weibull distribution that best fits the PlanetLab fadlulata, analyzed in Section 6.2.
For failure correlations with different replication configitions, we use the probability data
calculated in Section 6.2.

Figure 6.4 shows the results of the simulation. In each gréqaX-axis indicates the
maximum RTT (in milliseconds) between the primary servet backup servers, and
axis indicates the utilization ratio.

We assume that asynchronous update distribution adds farpence cost to an ap-
plication’s execution, i.e., C is equal to 0. Furthermor&hvasynchronous update dis-
tribution, no synchronous data copy is available if the pnynserver fails, so we always
restart an execution from the beginning. Thus, the utiliratatio with asynchronous up-

date distribution depends only on the application runniagameters and time-to-failure
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Figure 6.4: Utilization ratio (F/E) as the RTT between thenary server and backup
servers increases. In each graphaxis indicates the maximum RTT (in ms) between
the primary server and backup servers, &rakis indicates the utilization ratio.
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distribution. The utilization ratios with asynchronousdape distribution for F = 1 hour, F
= 1 day, and F = 10 days are 0.996048, 0.947075, and 0.689%€#eatively, which are
marked as a red horizontal line in each graph.

The results suggest that applications with different ottersstics benefit from different
replication policies.

For applications that make heavy use of synchronous writesetadata update€gsec
= 0.1F), whether long- or short-running, maintaining syectous replicated data copies
is costly even with nearby backup servers, so asynchronpdate distribution is usually
prescribed. For very long-running applications (10 datfs}, cost of losing intermediate
computation results becomes enormous, so it is beneficialaiotain synchronous data
copies on local backup servers. We observe that the uidizaatio for long-running ap-
plications is relatively low. This indicates the benefit ging checkpoints to reduce the
amount of computation placed at risk.

For applications that write at a moderate raBadec = 0.01F), maintaining nearby
backup servers provides the highest utilization. When timaing time of an application
is small, a local backup server offers the best tradeoff betwperformance and failure
resilience. However, when the execution time is larger, ke= 10 days, the risk of los-
ing intermediate computation results because of multiglefes becomes overwhelming.
Here, maintaining synchronous data copies in the same éveal network is inadequate
since as we saw in Table 6.1, this replication policy cutsedated failures only in half.
Instead, the simulation indicates that the performancealpenf backing up data to a dif-
ferent site is more than compensated by the expected reduntthe execution time lost
to correlated failure.

If applications make few synchronous writes or metadataatgsdCrsec= 0.0001F),
replication overhead is relatively small even when we namsynchronous data copies far
away from the primary server. For these applications, raaiitg remote backup servers
provides the highest utilization.

Finally, we find that increasing the number of backup serdees not yield much im-
provement in utilization. For example, with F = 10 days, thaximum utilization ratio
increases from 0.68 to 0.71 as we raise the number of backuprsdrom 1 to 4. Fur-
thermore, we observe that increasing the distance betwegorimary server and backup

servers provides limited advantage even for read-domisgplications. That is, although
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the failure analysis in Section 6.2 shows that increasiegnitimber of synchronous data
copies and the distance among the maintained data copjes toeleduce correlated fail-

ures, they offer small benefits for reducing the expectedhingntime. These findings

follow from the low overall failure rate and the relativelgpid recovery time compared
with the time required to regenerate the lost computaticulte; correlated failures are
addressed effectively by maintaining a single backup seme different site.

In summary, our simulation results indicate that applaradiwith different character-
istics benefit most from different replication policies. Aiinfrastructure that provides
a mechanism for choosing a replication policy based on egipdin characteristics and
the failure conditions of the environment can improve thkzation of computational re-
sources. Focusing on the tradeoff between performanceagndefresilience, our evalua-
tion omits other replication overhead such as network baditivand storage space. How-
ever, the work presented in this chapter constitutes a fepttewards dynamic replication
management in the Grid computing.

6.5 Related Work

Our work is related to three research fields: availabilitdgts on system, Internet ser-
vices and experimental wide-area computing platformsnagtcheckpoint interval analy-
sis, and wide-area replication studies.

6.5.1 Availability Studies

Availability is widely studied by other researchers on @iéint computing systems. In
particular, we take many insights from the previous workaailability of cluster systems,
Internet services, the PlanetLab testbed [32], and theraomisly growing Grid computing
platforms [30, 45].

There is a large amount of work on measuring and charactgriailure in cluster
systems. Xu et al. [120] studied the error logs from Windowsgérvers. Their analysis
shows that while the average availability of individuahaes is over 99%, there is a high
probability that multiple servers fail within a short inkat. Sahoo et al. [100] analyzed
the failure data collected at an IBM research center. They that failure rates exhibit
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time varying behavior and different forms of strong cortiela. Heath et al. [54] studied
the reboot logs from three campus clusters and observedhbdime between reboots
is best modeled by a Weibull distribution. This observai®also indicated by Nurmi et
al. [85] who investigate the suitability of different stdtcal distributions to model machine
availability and by Schroeder et al. in more recent work [1i&t analyzes failure logs
collected over the past 9 years at Los Alamos National Lab.

Pang et al. [89] investigate the availability characterssof the Domain Name Service
(DNS). They observe that DNS server unavailability is mdstronot correlated within
individual network domains. Padmanabhan et al. [88] messtire faults when repeatedly
downloading content from a collection of websites. Regagdiebsites that have replicas,
they find that most correlated replica failures are due tosied replicated on the same
subnet. Recent availability studies on peer to peer sysiging6, 31,52, 103] reveal low
host availabilities in such environments, as most of thaitipipants are unreliable end-
users’ desktops and can depart the system at will.

Several recent works investigate the availability chamastics of the globally dis-
tributed PlanetLab platform. Chun et al. [33] study allfpgiing data set [112] collected on
PlanetLab over a three-month period. They find that failorethe PlanetLab exhibit high
correlations. A similar finding is also observed and furthddressed by Yalagandula [121]
and Nath [83] in their studies on correlated failures of Btaab nodes.

As the Grid technology is still under rapid development, feapers study component
failures of the Grid infrastructure; instead, existing Wmostly focus on job failures.
The Grid2003 report [44] indicates that some projects okeskjob failure rates as high
as 30% and a large number of such failures are caused by dedrefisks. Li et al. [72]
analyzed the job failure data collected from the LHC compytsrid and argued for the
importance of taking into account historical failure pattewhen allocating jobs. Hwang et
al. [58] propose a framework that allows Grid applicatiomghoose desired fault tolerant
mechanisms and evaluate the effects of recovery techngymxorted.

6.5.2 Optimal Checkpoint Interval

Our work is similar in spirit to determining optimal checkpbintervals in high-perfor-
mance computing. Checkpointis a time-tested techniquarfaliorating the amount of re-
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execution in the case of failure. Checkpoint introducestaitiial performance overhead,
So it is important to select a checkpoint frequency that mines the expected execution
of an application in the presence of failures.

The selection of optimal checkpoint intervals has beenistutbr a long time. The
problem was first formalized by Chandy et al. on transactisystems [29]. Subsequently,
Vaidya [116] derived equations of average performance wlickpointing and rollback
recovery in high-performance computing by assuming a Boitslure distribution model.
Wong et al. [119] model the availability and performance yrichronous checkpointing
in distributed computing with and without load redistrilout during failures. Plank et
al. [93] examine three collections of workstation failuegtalto assess the applicability of
the theoretical checkpoint equations that assume Poisdanef distributions. Their work
shows that many of the theoretical results are applicableteckpointing long-running
computations even though actual failure rates do not foRmisson processes. Later, the
authors investigated the performance of parallel comguith checkpoints, assuming
that failures and repairs follow Poisson models [94]. Thesgults show that the optimal
number of active processors can vary widely, and the numtsative processors can have
a significant effect on application performance. Olinerlef&6] evaluate the periodic
checkpoint behavior of BlueGene with a failure trace cadddrom a large cluster. The
study shows that when the overhead of checkpoint is highr)yofrequent checkpointing

can be more detrimental to performance than failure itself.

6.5.3 Related Works on Replication

Many systems use replication to reduce the risk of data lagsl Recall [22] measures
and predicts the availability of its constituent hosts ttedaine the appropriate redundancy
mechanisms and repair policies. Glacier [53] uses massgendancy to mask large-
scale correlated failures. Carbonite [34] strives onlyreate data copies faster than they
are destroyed by permanent failures in order to reduce thdviadth cost of replication
maintenance. However, all of these studies focus on mastaagunreliability in peer-to-
peer systems. The tradeoff between performance and fadaileence is not addressed.

Some recent studies investigate fault-tolerant techsicagainst correlated failures.

Phoenix [59] takes advantage of platform diversity in coapiee systems. Oceanstore
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[117] uses introspection to discover groups of nodes thairatependent in their failure
characteristics, then chooses data replicas from suchug gooenhance system availabil-
ity. We note that our system can utilize these techniquesedisaithough the evaluation of
their benefits is beyond the scope of this dissertation.

6.6 Summary

In this chapter, we describe an evaluation model for det@ngithe best-fit replication
policy given specified failure statistics and applicatiblm@cteristics. We focus on a spe-
cial class of Grid applications: long-running, computeeirsive, and write-mostly. Using
failure data from the PlanetLab platform, we evaluate tfieiehcy of different replication
policies in terms of the overhead they introduce and the arpecost to reproduce the
execution results in case the system cannot mask a failumedn application. Our results
show that application characteristics dictate desireebfiit replication policies to maxi-
mize the utilization of computational resources. A reglma system should balance the
tradeoff between performance and failure resilience flgxidased on the failure conditions

of the running environment as well as these applicationadtaristics.
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CHAPTER 7

Conclusion and Future Work

7.1 Conclusion

Sharing data in scientific collaborations that involve masgitutions around the world
demands a large-scale storage system that is reliable foermf yet at the same time,
convenient to use. To meet these requirements, this disieerfocuses on enhancing net-
work transparency of data access in global collaboratidfesdeveloped a naming scheme
that supports a global name space and location independemihg, which facilitates data
sharing, distribution, and management. To improve peréoree and failure resilience, we
designed and implemented a replicated file system that stgppaitable replication with
strong consistency guarantees, high failure resilienay,good scaling properties.

In system design, we first developed a fine-grained reptinatontrol protocol that dy-
namically elects a primary server at the granularity of gleifile or directory. The protocol
demonstrates a significant performance advantage oveotiveitional single server dis-
tribution model and breaks new ground in performance antdiiity for read-dominant
applications. However, further performance evaluatioomshconsiderable overhead for
large synchronous writes and bursty metadata updates. gimwa performance for syn-
chronous updates, we relaxed the expensive durabilityirgent, trading the failure re-
silience of data under modification for reduced response.tiifo improve performance
for bursty metadata updates, we developed a hierarchigita&on control protocol that
allows a primary server to asset control at different grantiés: a file, a directory, or a
whole directory subtree. Using experimental evaluatiomsivowed that with the introduc-
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tion of hierarchical replication control, the overheadeblication is negligible even when
applications mostly write and replication servers are Widistributed.

The two replication control protocols provide differerdadeoffs between performance
and failure resilience. The fine-grained replication colnprotocol allows transparent fail-
ure recovery as long as a majority of replication serveraaadable, while the hierarchical
replication control protocol trades failure resilience ifmproved performance by making
data under modification inaccessible in case a primary st We further developed an
evaluation model for determining the best-fit replicatiaiqy given the specified failure
statistics and application characteristics. The restitsvsthat different applications de-
sire different replication policies to maximize the utdtion of computational resources. A
replication system should balance the tradeoff betweeiopeance and failure resilience
flexibly, based on the failure conditions of the running eomment as well as application
characteristics.

7.2 Future Work

There are several directions for potential future work.

Optimize primary server release

In the current design, a primary server withdraws from itdlag role by notifying
other replication servers to stop forwarding their regsi@dten the updated file is closed on
it or has not been accessed for a long time. This strategytigptonal in some situations.
E.g., in a single writer case where write requests for a fdeadways received by one server,
having the primary server delay releasing its role can elat@ redundant network traffic.
In another example where write traffic switches from oneicagibn server to another
without any file close, better performance can be achievétkifirst server advances the
release of its primary role. Future study is required to tlgvan optimized solution that

automatically adapts with various application workloads.
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Optimize update distribution

In my design, a primary server distributes updates to otygraation servers for each
received client write request. However, data is not alwagsedd among replication servers.
For temporary files that are accessed by a single user, there need to distribute the
written data to other replication servers. This suggestsdtprimary server should delay
update distribution as late as possible. On the other hasldyidg update distribution
might increase the response time of read requests lateivedcen another replication
server. Ideally, we want to distribute updates to othericapibn servers immediately for
files that will be soon accessed on them, but defer distngutipdates for a file that is
accessed by a single user and soon to be deleted. This reguirknowledge of the data
access pattern, which is hard to achieve in a dynamic runeirgonment such as Grid.
Some existing work has investigated automatic detectiolatz# access patterns and sharing
behavior [75]. Future study is required to explore the irdégn of these techniques in our
system.

Deployment on real wide area networks

My evaluation so far are conducted over simulated wide-aetworks. Real world
deployment would provide more accurate information on vadea data access patterns
and system performance.

Performance study of MPI based applications

My performance evaluation focuses on distributed appbaoatthat perform inter-process
communication through files. Future study is required td@epsystem performance for
scientific applications that perform inter-process comization through MPI.

MPI stands for Message Passing Interface [43]. Itis a lipstandard used for message
passing in a parallel program. As discussed in Section 3,@8igd assumes that concurrent
writes are rare among multiple clients. Based on this assompve choose the smallest
granularity of a primary server as a single file. Howevels gisumption is not valid for
MPI based applications. Multiple processes of an MPI-baggalication typically access
the same file on different clients simultaneously. When mgsuch an application over

my replicated file system, many client requests are forwchtdea remote server that is
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elected as the primary server of the file. The problem can beddy electing a primary
server at a byte range granularity. Further investigasareeded to determine the workload
characteristics of MPI based applications and to desigrifeneat primary server election
algorithm that suits these patterns.
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APPENDIX A

Proof of Sequential Consistency Guarantee

In databases, one-copy serializability requires that tregrrent execution of trans-
actions on replicated data be equivalent to a serial exatwin non-replicated data [36].
In replicated file systems, sequential consistency is coatg@to one-copy serializability
by viewing each file or directory operation as a transactffile operation executes on a
single object, the accessed file, but a directory operatiayinvolve more than one object.

In this section, we prove that our replication control poaioguarantees sequential
consistency by demonstrating that it obeys the view chamgpepties and rules of El.
Abbadi et al. [8], which they show are sufficient conditions & replicated database to
guarantee one-copy serializability.

We introduce essential definitions, properties and ruleSection A.1 and prove cor-
rectness in Section A.2.

A.1 Background of View Change Protocol

In this subsection, we introduce the definitions and thergragroposed by El. Abbadi,
et al. [8] for later discussion.

Definitions

In a distributed system that consists of a finite set of premes a processorigewis

defined as its estimate of the set of processors with whichmoamication is possible.
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Let P be the set of processors, p a member of P, BfR) the power set of P. The
function
view: P — P(P)

gives the view of each processor p in P.

A virtual partitionis a set of communicating processors that share a commorevidw
a test for membership in the partition. We assume that atiarg; & processor is in at most

one virtual partition.

Let V denote the set of all possible virtual partitions. Thstantaneous assignment of
processors to virtual partitions is given by the partialdiion

vp:P—V

vp is undefined for p if p is not assigned to any virtual paotiti

The total function

defview. P — true, false

characterizes the domain of vp, i.e., defview(p) is true i$ purrently assigned to some

virtual partition, and is false otherwise.

A function join(p,V) denotes the event where p changes its local state to indicate
it is currently assigned to v. Similarly, functiatepart(p,v) denotes p changing its local

state to indicate that it is no longer assigned to v.

The function

membersV — P

yields for each virtual partition v the set of processors Were at some point in their past
assigned to v.

El. Abbadi et al. decompose a replication management algorinto two parts: a
replication control protocol that translates each logageration into one or more physical
operations, and a concurrency control protocol that syorahes the execution of physical
operations. Based on this decomposition, they preserg fim@perties and five rules, and

prove that any replication control protocol that satisfiesse properties and rules guar-
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antees one-copy serializability when combined with a caeeicy control protocol that

ensures conflict-preserving serializability. Below weatdse them in turn.

Three Properties

(S1) View consistencylf defview(p) & defview(q) and vp(p) = vp(q), then view(p) =

view(q).
(S2) Reflexivity If defview(p), then ps view(p).

(S3) Serializability of virtual partitions For any execution E produced by the replicated
data management protocol, the set of virtual partition tifiens occurring in E can
be totally ordered by a relatios that satisfies the conditionf v < w and pe
(members(v)n view(w)), then depart(p, v) happens before join(q, w) foy gne
members(w)Loosely speaking, this property states that p’s departam f must

be visible to all the members of its new cohort in w.
Five Rules

(R1) Majority rule: A logical object L is accessible from a processor p assigoedsirtual

partition only if a majority of copies of L reside on processm view(p).

(R2) Read rule Processor p implements the logical read of L by checkingsfaccessible
from it and, if so, sending a physical read request to anyge®sar ge (view(p) N
copy(L)). (If g does not respond, then the physical read camelried at another

processor or the logical read can be aborted.)

(R3) Write rule Processor p implements the logical write of L by checkingis accessi-
ble from it and, if so, sending physical write requests t@edicessors g (view(p) N
copies(L)) which are accessible and have copies of L. (If@mnysical write request

can not be honored, the logical write is aborted).

(R4) Execution rule All physical operations carried out on behalf of a trangact must
be executed by processors of the same virtual partition thitncase we say that t

executesin v.

(R5) Partitioninitialization rule Let p be a processor that has joined a new virtual partition

v, and letl, be a copy of a logical object L that is accessible in v. The fipgration
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onLp must be either a write df, performed on behalf of a transaction executing in
v, or arecovelLp) operation that writes intb, the most recent value of L written
by a transaction executing in some virtual partition u su&t < v for any legal
creation ordex .

CP-Serializability

Two physical operationsonflictif they operate on the same physical object and at least
one of them is a write.

An execution E of a set of transactions Tcanflict-preserving (CP) serializabitthere
exists an equivalent serial executiggof T that preserves the execution order of conflicting

operations.

A concurrency control protocol ensures CP-Serializapifiit guarantees that the exe-

cution of any set of transactions is conflict-preserving.

In serializability theory studies, serialization graphsaften used to determine whether
an execution is CP serializable. Téerialization graplof an execution E (denoted SG(E))
is a directed graph where each node represents a transactiban edge fron to t;
indicates that these transactions issued conflicting paysperation®; ando; on some
physical object and tha; “happens-before” [66] (denoted) oj. A fundamental theorem
of serializability indicates [18,90, 111]:

Theorem 1 An execution E is CP-serializable iff SG(E) is acyclic.

Theorem 1 can be extended to replicated database systens [19

Let read(p, I, tydenotes a physical read of the copyl @it processor p by transaction
t, andwrite(p, |, t) denotes a physical write of the copyloht processor p by transaction t
respectively. For some physical colgyand transactionts andt;, we saytj readt,-fromt;
if write(p, |, tj) < read(p, It;) and there exists nip such that write(p, Itj) < write(p, |, ty)
< read(p, Itj). For some logical objedtand transactiont andtj, we saytj read-fromt;
if for some p.tj readt,-fromt;.

Given a directed graph G, tiigecedenceelation (denotedg) is defined bynj <g n;j

if there is a directed path in G from nodgto noden;.
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A one-copy serialization grapbf an execution E (denoted 1SG(E)) is a serialization

graph with enough edges added so that

1. ifti andt; issue conflicting logical operations, then eithet;sgg) tj ortj <i;sgg) ti-

2. ifti readsk-fromtj, then there exists g that writed, such thati <;sqE) tk <1sgE)
tj.

Theorem 2 If E has an acyclic one-copy serialization graph, then E is-gcopy serializ-

able.

El. Abbadi, et al. extend Theorem 2 to incorporate virtuatipan creation events and

partition recovery operations, and prove that [9]

Theorem 3 Let R be a replication control protocol obeying propertidsS3 and rules R1-
R5, and let C be a concurrency control protocol that ensuresSerializability of physical

operations. Any execution of transactions produced by RGisdone-copy serializability.

A.2 Correctness Proof

The serializability theory can be extended to file system@éwying each file operation
as a transaction. It is easy to follow that if a replicated $ystem guarantees ordered
writes, it ensures one-copy serializability, as Figure shbws. If rather, a replicated file
system allows conflicting writes, one-copy serializapitan be invalidated, as illustrated
in Figure A.2.

Wo—W —R—...—mR—Wo— ... —W,— Ry

Figure A.1: One-copy serialization graph for ordered verggecution.
In the figure,R; denotes a read of value i, alg denotes a write of value i. The figure shows that
given a file, ordered writes guarantee one-copy serialipabecause we can organize a one-copy
serialization graph by inserting read operations of valoetween write operationsf andW, 1.

1This definition taken from EI. Abbadi, et al.’s tech repot}; [8 equivalent to the definition given in [19].
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S W, — Ry S W — Ry
Wo = Wo | /S
NWo — Ry NW — Ry

Figure A.2: One-copy serialization graphs with conflictimgtes.
This figure shows that given a file, conflicting writes can lit&te one-copy serializability. In the
exampleR; reads the file fromV; andR, reads the file fromi\,. Becaus&V, andWs are conflicting
operations, according to the first condition of 1SG, eithgr<;sgg) W2 or Wo <;sge) Wa. Here
we assumeV; <;sqe) We. Ry andW, are also conflicting operations. Since according to thersieco
condition of 1SGR; can not preceddk, we getR; <isgg) We, as shown in the right graph. Then
we get into the dilemma with another pair of conflicting opierss: R, andW,. Similar to the
relation betweerR; andW,, it has to beR; <isgg) Wa. However, in this way, the 1SG is not
acyclic.

Below, instead of using one-copy serialization graph, wé&emnase of Theorem 3 to
prove that our protocol guarantees sequential consistgnefowing that it satisfies prop-
erties S1-S3, rules R1-R5, and CP-Serializability.

The purpose of Property S1 is to prevent anomalies that mayr @chen network con-
nections are not transitive. Figure A.3 illustrates suclexample. In the example, pro-
cessors A and B can not communicate with each other. Howbuwér, of them are able
to communicate with C, and vice versa. If each processoddsdts view independently,
we may have: view(A) A, C}, view(B) = {B, C} and view(C) ={A, B, C}. Conse-
guently, the uniqueness of the majority virtual partiti@maot be guaranteed among these

processaors.

e view

A A, C

B,C

B
®) ®) RIDYY:

Figure A.3: An example shows that processors have ince@mggtviews due to intransitive
network connections.

The purpose of Property S3 is to prevent the anomalies atrdlied by the example
shown in Figure A.4, where a processor (A) detects changié®inan-communicate rela-

tion, adopts a new view, and begins processing operatidiosebanother processor (B) in
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(——») - Qvﬁ
OO Q‘G

Old view New view
A A,B,D A,B,C,D
B A,B,D A,B,D
C C A,B,C,D
D A,B,D A,B,C,D

Figure A.4: An example shows that processors update th@ivssasynchronously upon a
partition healing.

the same communication cluster detects the changes. Siiscerfaware of C’s joining, it
will not forward C any updates that it has received. As a te€uimight miss those updates
processed on B.

S1 and S3 imply that processors can not independently amdlasynously update their
view. Our protocol guarantees these properties by havimgesserver (primary server or
replacement server) decide the view of the majority partitiThis view is then distributed
to and sustained by all the members contained in it. Thusicuarand consistent majority
view is guaranteed.

In our protocol, a replication server may not accept a vieat tloes not include itself.
Therefore, Property S2 is ensured.

We observe that a replication server’s view always contamsjority of the file replicas
in our protocol.? So Rule R1 is guaranteed.

Rule R2, the read rule, follows with similar reasoning. ®ircfile copyl is always
accessible on a replication server, that server simplyesetive read request with its own

copy, as implemented in our protocol.

2However, it is possible that a replication server’s viewtaes
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Rule R3, the write rule, requires a replication server td tilgeck if its view covers a
majority of replicas before serving a write request. Outqcol satisfies R3 for the primary
server updates its local copy and acknowledges a clieng¢ wequest only after it receives
update acknowledgments from a majority of the replicatenvers.

Rule R4 is automatically satisfied since a file or directorgragion is executed atomi-
cally in file systems.

Rule RS says that before copycan be written in a partition v, it must contain the most
recent value assigned to The rule is satisfied in our protocol by requiring each &gl
to synchronize with the up-to-date copy before being addethé active view (during
replication server recovery) or forming a new view (durimgrary server failure recovery).

Finally, in our protocol, CP-Serializability is ensured taguiring all write requests for
a file to be served on a single server (the primary server).

This completes the proof that our view-based replicatiantra protocol is correct.
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